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Extracting Google Account data



Google Forensics

In This Presentation
= Cloud and Over-the-Air Acquisition

= Synchronized data
= Passwords

= Two-Factor Authentication



Cloud Forensics
Cloud Acquisition: Why?

* Helps dealing with locked and encrypted devices

» Android 6 and up encrypted by default
* Google Account may contain more data than the phone itself
» Last resort: may succeed where all other methods fail

» Google collects information from all signed-in devices




Cloud Forensics
Cloud Acquisition Helps Bypass All of This:

Each new iOS and iPhone release comes with new ways to help secure

® S e c u re LO c k S c ree n your info. But who actually k

to protect your data, whether y: -] sing the web, trading in an
old device, or setting up iCloud

e Locked Bootloader

* Factory Reset Protection (FRP) @ %

LOGKIBLEOCEKE CLOCK

YOUR 10S DEVICES ACCESS TO YOUR DATA A MISSING DEVICE

e Full-Disk Encryption (FDE) and File-Based
Encryption (FBE)

e Device is broken, wiped, or locked



Google Forensics
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Google: Why Cloud Forensics* -mn .-. e i
Tens of thousand device models | m_-ﬁ o
Several thousand manufacturers ‘ N .-.m W T
Extreme platform fragmentation o

Google Account acquisition

Not every Android device is a Google
device

Acquisition approaches vary

Single point of entry
Unified approach

1 2 3 11 15 16 201 21 22 23232
Impressive amount of information —— ——— ———

233237 31 32 40-402 403404 4.1 42 43 44
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Google Forensics

Android Open Source vs. Google Mobile Services

* Not every Android device is a Google device
« AOSP does not mean GMS
» Google collects data from other sources if
user signs in to:
« Chrome browser
* Google Maps ”

*  Gmail
* Google Search
* Including competing platforms
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Google Forensics

Google Collects Data from Multiple Sources

° M u Itl p I e d eV| Ce S Recent security events Apps connected to your account

Review security events from the past 28 days Make sure you still use these apps and want to keep them connected.
« Mac
== Changed password

H August 15,12:34 PM #  Google Chrome #  Auth
Windows

@ New iPhone signed in (iPhone 6 VK)
° IPhone August 4, 9:47 PM
(+23 more) > + 2 3 m O re
H REVIEW EVENTS
+ iPad

@ Cchrome Remote Desktop ¥ Dropbox

MANAGE APPS
« ...and Android
) Ap pS Recently used devices
° D ro p bOX Check when and where specific devices have accessed your account Saved passwords
° Authentlcator - ’glua;RENT DEVICE ;AanagLe yiur passwords from Chrome and Android that are saved with Google
mart Locl

° Ch rome Windows

R t D. 8 minutes ago ® 192.168.0.1 2  acdsee.com
° emote

a iPhone 6 VK T\ adobe.com = aeroflotru
39 minutes ago
deSktOp (+76 more) > + 76 more
(+6 more) | + 6 m O re

° Many more MANAGE PASSWORDS

REVIEW DEVICES



Google Forensics

Google Account: What’s Inside

User data
All connected devices
Devices/browsers that requested access
Applications that requested access
Google ads settings (age, interests etc.)
Contacts
Calendars
Notes
Mails
Albums (photos/puctures/videos)
Hangouts conversations
Chrome
« History
« Synced passwords and autofill data
« Bookmarks
« Search history
YouTube [search] history
A lot of statistical information

Top 10 Smartphone Apps

(source: comScore report, June 2015)

* Facebook

*  YouTube

* Facebook Messenger
* Google Search

* Google Play



Google Forensics

Google Takeout

* Leaves traces
* Not everything is exported
* Limited flexibility

*  Numerous awkward formats

Your account, your data.

Download a copy.

Manage archives

Select data to include

Product
=3+

[5] Blogger
ﬁ} Bookmarks

BYl Calendar

am Contacts
‘ Drive

i} Google Photos
U Google Play Books
() Googtes Circles

"Goo le+ Pages
] 9 g

Details

All blogs

All calendars

vCard format

All files
PDF and 3 other formats

All photo albums

All books
HTML format

vCard format

All pages
HTML format

Select none

mjfnfinlnllnllnlinlulsls
000000000

A\ Google+ Stream

a Groups
Q Hangouts

Keep
v

59 Location History
X

M Mail

. A Maps (your places)
i

ﬂ My Maps

O Profile

V] Tasks

R, Voice

ﬂ Wallet
n YouTube

HTML format

JSON format

All mai

All data types
OPML (RSS) format

mffullnlullslullslulslalslinls
00000000000 C




Google Forensics ...

G o o g I e Ta ke o ut Date: Saturday, 2 January, 2016 23:(29

To: 2L ATL AL S ST LAY LA LR LR

Subject: Your Google data archive is ready

 User alerted via email

Your account, your data.

 Example of email alert >>

The Google data archive you started on January 2, 2016 is
ready. It will be available for you to download until January 9,
2016. The archive contains your Keep data

Manage archives

Download archive

This message was sent to you because you recently used Google's Go gle
Download your data service. Privacy Policy | Terms of Service




Google Forensics
Google Dashboard — Account Activity

l Account

Name Primary email Manage Account
Change Password
Connected applications and sites

* Not available via Google Takeout

Vladimir Katalov vkatalov@gmail.com

Overview

Nickname v katalov

Connected applications and sites 56

Account activity last 28 days

- 09 profile Account sign-ins  Locations:
~ « Russia (2comcoltd., llc nauka svyaz, maximatelecom jsc, mts ojsc, ojsc comcor, ojsc
megafon, star networks)
Edit Profile « Thailand (bb-broadband co., Itd., jastel network, superbroadbandnetwork, triplet internet, true
internet co. itd.)

About me

entries 222

Name Vladimir Katalov

Platforms:

Profile URL  https://plus.google.com/+VladimirKatalov . |Phon§
Email vkatalov@gmail.com * Android
Phone  +79859986820 See the full list

Birthday = March 13 Connected applications and sites  Authorized:
12 « Auth Jul 1

Google Chrome Jul 21, 2015

Sunrise Calendar Aug s, 2015

WOT Sign in/up application Jul 31, 2015
feedly Aug 3, 2015

+1's  Most recent: Password recovery, forensic, forensics, system and security software from
ElcomSoft : recover or reset lost or forgotten password, remove protection, unlock
system on Jun 25, 2015

More links  About access and privacy of profiles

iOS Account Manager Aug 4, 2015



Google Forensics

Google Dashboard — Not Available via Google Takeout

Account
* email

* number of Google API clients (sites and apps)
* account time: personal, work, both

e Activities in last 28 days

YouTube

* number of videos and playlists loaded

browsers and OSs that had access

locations
new apps and sites

¢ user name

® sex

* last video rating (+video name and date)

* activities for last 28 days

number of views, by day
total views

searches

likes and dislikes

Search history (query + date)

* last Web search

* last image search

* last news search

* last video search

* last maps search

* last books search

* activities for last 28 days
* top 10 searches
* percentage of searches

by category (web, image etc.)

* activity (by day)

Google Sync. (non-Android devices)
* number of bookmarks

* last sync date

* number of passwords

* number of Chrome extensions

Profile info
* Google+ name
* profile URL
* number of phone numbers
* number of "+1"
Gmail
* number of mail threads
* last thread subject
* number of messages in inbox
* last incoming message subject
* number of sent mails
* last sent mail subject
Android
* make, model
 first auth date/time
* last activity date/time
* apps that backup
their data (name, date, size)
12



Google Forensics

Chrome Sync Chrome Sync

« All signed-in devices

Chrome Sync can save your bookmarks, history, passwords, and other settings securely to your Google Account and allow you
to access them from Chrome on any device.

° Boo kmar’ks The counts below represent all stored items, including those not visible in Chrome.
° BrOWS|ng hlStory Apps Extensions Settings
«  Open tabs 7 7 131
y Forms Autofill Omnibox History Themes
« Passwords 251 185 1
« Page transitions
Bookmarks Passwords Open Tabs
« Some data not saved by 236 141 119

Google Takeout



Google Forensics
Calls and Text Messages

« Call logs

* Android 6 and newer, recent Google Play
Services

+ Text messages
« All devices: Android 8.0 Oreo

» Google Pixel and Pixel XL: Android 7.1.1
and newer

» User’s Google Account contains call logs and
text messages backed up by all compatible
devices

O3Nor ¥ 4°° 4 B 1247

Call history

Backup includes date and recipient of sent
and received calls.

GOTIT

SMS

Backup includes messages sent
and received.




Google Forensics

Google Chrome: Search & Browsing History

« Collected on all signed-in devices
* Not just Android
https://history.google.com/history/

« Total searches

« Searches by day

» Top search clicks

* Map search history
* Voice search history
« Info on devices

* Location history

2015-11-25 18:48:44 = ios 9 cydia disable upgrade notification https://www.google.com/search?q=i0s+9+cydia-+

Remove OTA update Badge in settings.
Top 10 Free Cydia Tweaks for i0S 9 - i..
[Discussion] Disable Automatic Softwar..

2015-11-25 18:23:56 = ipad news settings https://www.google.com/search?q=ipad-+news+s.

Enable Apple News App In iOS 9 Outsi..

What is saved:

Searches in all Google services

Browser or mobile application

Actions for search results (opened or not)
Actions on Ads (clicks/purchases)

IP address

Browser information

Google Takeout does NOT work with history

15



Google Forensics ¢

Back up to Google Drive

A n d I'O i d D eV i Ce B a c k u ps Automatic backup ensures you can easily restore

or switch phones at any time. Learn more

 Google Calendar settings Backup includes:
*  Wi-Fi networks & password IS
r

Call history
« Home screen wallpapers o

Device settings (including Wi-Fi passwords)
° H 1 Photos and videos

Gmail settings A

* Apps installed through Google Play

Calendar, contacts, photos, and videos are
synced to your Google Account and may be

° DlSplay SettingS used across services.

« Language & Input settings e [ o |
« Date & Time

« 3" party app settings & data (extremely limited) _



Google Forensics

Android Device Backups: Limitations

.. X

* Nearly useless in real life

Apps 20 apps

* Developers can disable backups per app evice sett

ings 9 KB - Last backup: 13:04

* Developers must explicitly enable backups s AKB = Lastbaciy: 1804
to make use of Android 6.0 features

DELETE BACKUP

* Google not using backups for its own apps
* Facebook disables backups as well

* Yes, even in Android 8.0



Google Forensics
Google Photos LT e @ Med .

fawa 102888057678846453652 (31
[O] 16.09.2016 15:35:57
n Y rirer 2N
O] 22.09.2016 11:47:57
[ ] AI b / t Fies in backup: 11074 (20.67GB)  Fles are shown: %9 (179.01 ME)
ums/events R —
|°| 28.09.2016 13:56:05 3f: 0 A 22.02.2013
20.03.2017
~
® C t i .10.. :06:57
onllnen S [O] 28.10.2016 15:06:5
[O] 09.11.2016 11:53:41 v
v Gf 2
« EXIF @ *
"Q) 25.11.2016 09:08:48 v Media source (#1025,
15.03.2017 15.03.2017 15.03.2017 15.03.2017 15.03.2017 Ao
2017-01-15
[O] 13.12.2016 12:42:56 I
+ Geo tags =il
[O] 29.12.2016 16:07:05 Saturday after
Shooting Jan'17 (/120
. . n Sunday in Mos.
X 26.01.2017 14:12:22 016
Y S b t (o) Lu-Gri (o1
ubscriptions
@ 02.02.2017 14:25:52 14033017 10207 20012007 2001207 2017-03-08 (o1
2017-03-08 (o1
" 2017-03-03
. V t : o
Iew counters [o] I
20170303 (o
[O] 03.04.2017 09:28:12 B 2017-03-43 &
2017-03-03
[} P I 2017-03-03
eo e [O] 06.04.2017 16:30:42 20170303 ot
0.01.2007 20012007 20012017 2012007 2017-03-03 (o1
[0] 06.04.2017 17:37:41 2017-03-12 (o1
20170342 ¢
2017-03-12 (»
[O] 11.04.2017 13:14:28 ey i Revtor
v Trp to London
[0] 17.04.2017 14:17:28 Other meda (4520

=)

10012017 20002017 20002017

20012017




Google Forensics

« Google ID + password

Download snapshot

Google ID  user@gmail.com

Password

Save credentials for future use @




Google Forensics

Two-factor authentication

« Google relies on OATH
tokens via Google
Authenticator app

» Generic authenticator apps
are compatible

« Single-use backup codes

 Must have access to the
secondary authentication
factor

2-Step Verification

Verification codes App-specific Registered computers
passwords

PRIMARY WAY YOU RECEIVE CODES

Google Authenticator app
Android

» Don't want to use the app anymore? Switch to SM:

BACKUP OPTIONS FOR WHEN YOUR PRIMARY IS UNAVAILABLE

Backup numbers @
m » .'.".'l:'i;:'}-"‘
T LA L LY

BN LY X0, XY

Security Keys 2-Step Verification is: ON

Protecting your account since Feb
21,2015.

Turn off
Move to a
different phone

Sivoice

Edit Remove
Edit Remove

Edit Remove

Download snapshot

Google ID is protected with two-step verification

%
%%
%i%%

Secure code 980771

Get code




Google Forensics

What’s Available via Elcomsoft Cloud Explorer

*  User profile

* Mail, Messages

e Contacts
* Notes (Google Keep)
. v User Info
: HIStOI’y v Dashboard
e Chrome data v Chats
. v Contacts
* Medla v Google Keep

e Calendars
e Dashboard

* Location history

Download snapshot

Select data categories to download

v Chrome v Cals
v Calendars v Wi-A

Y| Locations v Mai (35654 mais)
v Media (17221 files) Add date fiter

v History v Messages

e Android data

21



Google Forensics
Built-in Viewer
« Explore user’s Google
ACCOUﬂt Contacts (0) Calendars (0) calls (0) Chrome (0) Dashboard (0)
» Navigate by category

« Search messages, view
pICtU reS, access Calendar Locations (1015) Mail (0) Media (0) Messages (0) Google Keep (0)
events etc.

History (0) Wi-Fi (0) Chats (0) User Info (0)



Google Forensics

Passwords
L = W

- Data from Google Chrome A

. ood.com/login.html L L b L Poe

* Synced between all signed- T PRRSSREIROTER T Y e .
in devices wauth PSANEAESRELEe T eeemeens p
endyhandy.de/shop/addb2b.html -.‘;'._ Cnheniont -t " ******* ® o

* Not just Android — SRR o1
Jogle.com/SenviceL oginAuth o.".'._n:'.'. q:'_ TP — o 0

« Screenshot: sorry, we it sy e (St e —~
masked the actual e e -
usernames and passwords areversand de/orofkeds 52 LeAIElIAlie e ° o

) shiliger.de/e/ ' _'.nl'.'. q;.'..'.'.. S seeeees ® o

Ireq/ Sr ©o o

« Also available: bookmarks, nine.com/webscloqon himtisessonid.. {5658 %73 (13 ° o
e banking.bb.de/Amazon/cas/dispatch. . oy 88 w88 Q88 weesesss © o

page transitions o ST T —
on.ifapisignin LT TRy Tt DR o 3

23



Google Forensics

Page Transitions

Where did the user go after
firing a search?

Data comes from:

Google Chrome

Google searches on other
browsers (if signed-in)

Date created (UTC) 4

SULT Lo U 1J.dUaLd

2014-11-19 22:59:59

2014-11-10 20:04:37

2014-11-02 15:05:09

2014-10-20 19:05:39

2014-09-10 17:31:00

2014-09-03 13:54:53

2014-08-19 22:50:15

2014-08-19 22:47:14

2014-08-19 22:37:29

2014-08-19 21:29:35

2014-08-19 21:18:01

2014-08-19 21:03:46

= U
L = b
URL
T P R T S TN TE
http://forum.xda-developers.com/showthread.php?t=2191223

htt|

:/fya.ruf

https://www.myibidder.com/main

http

:/[www.head-fi.ora/t/627161/my-very-low-budget-nearfield-desktop-rig-...

http

://wwwil.messe-berlin.de/vip8 1/website/Internet/Internet/www.ifa-be...

http

://www.amazon.de/Torx-Schraubendreher-Set-32-in-1/dp/B002Z26Q7C/

http:/

[forum.hdtv.ru/index.php?showtopic=10830

http:/

[forum.hdtv.ru/index.php?showtopic=10959

http:/

[forum.ixbt.com/topic.cai?id=60:3852-2

://forum.ixbt.com/topic.cqi?id=60:3502

://forum.hdtv.ru/index.php?showtopic=2049

://samilib.ru/i/izmajlowa k afindex 27.shtml

1anc

False

False

False

False

False

False

False

False

False

False

False

False

24



Google Forensics
Search History

&
(]

BEQAORO

+ Combined data '
Search history

* Google Chrome

Activities

* Google searches in other
browsers (signed-in) Deta: 27 I

Searches 976
* Al platforms (desktops, —
laptops, tablets, phones) [ropoueris
-

kaeppel new school https://www.google.com/search?g=kaeppel+new+school

lumia 640 blue gray background https://www.google.com/search?tbm=isch&qg=lumia+640+blue+aray...
lumia 640 stock wallpaper https://www.google.com/search?q=lumia+640+stock+wallpaper
BLUBOO XTOUCH https://www.google.com/search?q=BLUBOO+XTOUCH

KAEPPEL MAKO SATIN BETTWASCHE https://www.gooale.com/search?q=KAEPPEL+MAKO+SATIN+BETT ..




Google Forensics

Browsing History

Before Android 6.0

« Browsing history easily available to
“monitoring” apps

Android 6.0 and up
* Access to browsing history is limited

* No “monitoring” app can access
browsing history without root

* This data can still be extracted from
the cloud

Android 6 market share: 32.2% (Sep
2017), Android 7: 15.8%
https://developer.android.com/about/dash
boards/index.html

2015-11-30 10:20:22

2015-11-30 10:00:52

2015-11-30 09:43:18

2015-11-30 08:41:58

2015-11-30 08:38:10

2015-11-30 08:28:41

2015-11-29 22:33:18

2015-11-29 22:33:01

2015-11-29 21:45:07

2015-11-29 21:45:01

2015-11-29 21:44:45

2015-11-29 21:43:08

2015-11-29 21:21:27

HEHEEEBRBEBEEAE

=

QaQe®ocr
TEmE AT e

apple tv 4 remote
appletv3 vs 4

IPad Mini 4

appcake battery drain
appcake background activity
ipad battery monitor
newsify alternative

newsify ipa

lg g flex 2 android 6

lg g flex 2 android 6

android large cache partition
android large cache parttion

tapatak

https://www

.google.com/search?g=app

tips:

.google.com/search?g=app

ttps://www

.google.com/now/topics/

.google.com/search?g=ap

.google.com/search?g=ap

ttps://www

.google.com/search?gq=ipa

ogle.com/search?g=ne

ttps://www

.google.com/search?g=ne

ttps://www

.google.com/search?tbm=

ttps:

.google.com/search?g=Ig+

https://www.google.com/search?a=and
https://www.google.com/search?g=and
https://play.qoogle.com/store/search?q

26



Google Forensics

Browsing History
QQaaeor

« Can be viewed as a tree Dote UTC)__4 ste

2015-11-30 09:43:18 http://indiatoday.intoday.in/technology/story/lenovo-to-launch-vibe-s1-in-india-on...
L] Co N Ve N | e nt pe r-d 0 m a | N g ro u p| N g 2015-11-30 09:43:18 http://indiatoday.intoday.in/technology/story/lenovo-to-launch-vibe-s1-in-india-on...

2015-11-30 09:43:18 http://www.techradar.com/news/software/operating-systems/want-to-run-wind...
b Pag e tltl e a n d U RL (Wh e re ava | I a b I e ) 2015-11-30 09:43:18 http://www.ibtimes.com/lg-g5-rumors-full-metal-design-marvellous-20mp-camera-iri.

2015-11-29 21:38:08 MOTOROLA Nexus 6 Smartphones - Media Markt

2015-11-29 21:32:32 Dune RC

2015-11-29 21:12:37 Top Stores | Aptoide - Android Apps Store

2015-11-29 20:54:03 Bl ebay.de

MOTOROLA Nexus 6 32 GB Blau 6947681521230 | eBay: https://www.

nexus 6 | eBay: https://v

vw.google.com/url?g=http://www.ebay.de/sch/i.htm

2015-11-29 20:42:24 eBay Deutschland @bersicht Threr K@ufe

2015-11-29 20:38:11 B checkoutweb.ebay.de

v.google.com/url?g=https://checkoutweb.ebay.de

Kaufabwicklung: https://

://checkoutweb.ebav.de..

27



Google Forensics

Contacts

Conveniently
synchronized

Available for extraction

Filtering helps find
specific contacts (e.g. all
contacts with phone
numbers, names etc.)

olga
orimo |. - Service

playclown

premiumstore24+ - Amazon Market...

ramazan Kleinanzeigen
redcoon DE

sergei ovsannikov
shop-ics

sopomarkt24. de

support

tony Kleinanzeigen
voelkner - direkt glinstiger

werner wippich

Last Modified
2015-10-06
14:19:09 (UTC +2)

#TEST

#TEST
*EFHAO30H L
My Contacts

zo




Google Forensics

Location: Google Timeline vs. Elcomsoft Cloud Explorer
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Google Forensics

Location: Google Timeline vs. Elcomsoft Cloud Explorer

icerana £ _om—
Sweden Google map v =

+ Selectable date range ol
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Google Forensics
Media

 Photos from all user’s devices can be
uploaded to Google Photos

« Can be downloaded with Elcomsoft Cloud
Explorer or manually via Google Drive

» Google Photos not the same as Google
Drive!

« More information (e.g. tagged faces,
location data, street addresses etc.)

« Elcomsoft Cloud Explorer uses Google
Photos to access full immage metadata
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Google and Privacy Concerns

 Users can delete data stored in their
Google Account

« Google offers various options

* No all-in-one “stop tracking and delete all
saved data” switch

« \Various trackers must be disabled
individually through various Google pages

« Work in progress: tool for disabling
Google tracking and clearing collected data

Remove photos

Photos show up on your timeline when they're uploaded to Google Photos. You can delete photos from your timeline, but
they won't be deleted from Google Photos.

1. On your computer, go to your timeline (7.

2. In the top right of the photo, click the check mark for each photo you want to delete.

3. Choose Remove photo.

Delete a day

You can delete location data from a chosen day. Deleting location data takes it away permanently and neither you nor
Google will be able to access it again.

. On your computer, go to your timeline [

. Click on the day you want to delete.

. In the panel on the left, go to the top right and click Remove .

p oW ON =

. Select Delete day.

Delete all Location History

You can delete all your Location History data. When you delete your location data, neither you nor Google will be able to
access it again.

To delete Location History, follow the steps below.

1. On your computer, go to your timeline (.
2. In the bottom right, click Remove [ . You can also click Settings *

3. Select Delete all Location History.

Turn on or pause Location History

When you enable Location History, Google records your location data and places in your Google Account. To turn on or
pause your Location History, follow the steps below:

1. On your computer, go to your timeline (7.

2. Atthe bottom, select Enable Location History or Pause Location History.
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Google Cloud Backups: Conclusion

Data in Android backups extremely limited

Massive amounts of information synced with
Google Account

Browsing history, searches and page transitions,
comprehensive location history, mail, notes,
pictures and much more can be acquired

Google Takeout: free, limited data, sends user
alert, leaves traces, data in different cumbersome
formats, analysis very difficult

Elcomsoft Phone Breaker: forensically sound,
complete acquisition and analysis
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Tools Mentioned in This Presentation

= Elcomsoft Cloud Explorer
cloud acquisition of Google Accounts

= Elcomsoft Mobile Forensic Bundle

contains all of the above tools in PC and Mac versions at
a 30% discount
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ELCOMSOFT /
proactive software
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