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AyounTt n BocctaHoBJIeHMe naporen

KomnaHusa «3nkomCodT» 6bina ocHoaHa B 1990 rogy B Mockse.
«3nkomCodT» 3aHumaeTcs pa3paboTkow NporpaMMHoro
obecneyeHns, cneunanusnpyeTcs Ha CO3JaHWM nporpamMMm  Ans
BOCCTaHOBMEHMs 3abbiTblX U yTpaveHHbIX Napofien K uenomy psigy

NPUNIOXEHUI.

3awmta KoHMUAEHUMaNbHbIX OOKYMEHTOB MnocpeacTtsoM napons
SABNsieTCcsl Hambonee BaKHOM YacTblo MOBCEOHEBHOWM XM3HM Kak Ans
opraHusaummn, Tak U Ons KOHeYHbIX nonb3oBaTenien. Noteps napons
6e3 CcpencTs BOCCTaAHOBINEHUA NMpenATcTByeT pa6oqemy npoueccy w”

MOXeT noBneyb Cyl.l.l,eCTBeHHbIVI yu.l,ep6 Aana opraHnsauun.

YA0CTOEHHble MHOXecTBa Harpag nporpamMmbl ans
BOCCTaHOBMNEHUS naponen komnaHum «3AnkoMCodT» UCNONb3yoT
3(pEeKTMBHbIE BbLIYUCIIUTESNBHBIE ANTOPUTMbI, MO3BOMASA KIMEHTaM
nony4aTb OOCTYN K CBOMM LEHHbIM AaHHbIM. Komnanua 3nkomCodt

aBnsaeTca  uneHom Poccuiickor  Kpuntonormnyeckon —Accoumaumu,

MMeeT cTaTyc cepTudmumpoBaHHoro naptHepa Microsoft (Microsoft
Gold Certified Partner) u Intel (Intel® Software Partner Program).

GHKOMCO(*)T ropauTcs CBOMMW [OCTMXEHUsMU. Mbl MOCTOSIHHO
pa60TaeM Hag CcoO34aHMeM HOBbIX TEXHOSIOMMW KU cTapaemcs
obecneunBaTtb I'IpOd)eCCI/IOHaJ'IbHyIO noMouwb U TEeXHUYECKYH
noagaepXxky no nobbiM BOMnpocam, CBA3aHHbIM C NporpamMMHbIM

obecneyeHnem.

ElcomSoft, 3AnkomCodr, noroTtun 3nkomCodt ABNATCSA
3aperncTpmMpoBaHHbiMM ToproeeiMn Mapkamm OOO «3nkomCodT» B
Poccun, CWA wn pgpyrux ctpaHax. Microsoft n1 Windows sBnstotcs
3aperncTpmMpoBaHHbIMM TOproBbiMM 3Hakamu Microsoft Corporation B
CWLA wn pgpyrux cTtpaHax. Intel wn  norotun Intel saBnstoTCca
3aperucTpMpoBaHHbIMM TOpProBbiMM 3Hakamu Intel Corporation n ee

noppasgenexuii B CLLUA n gpyrux ctpaHax.

KoHTaKTbl:

Onbra KokwapoBa
[npekTop No MapKeTuHry
0.koksharova@elcomsoft.com

Opun YwakoB
[unpekTop no npogaxam
y.ushakov@elcomsoft.com

TenedoH:
+7 (495) 974-11-62

e-mail:
sales@elcomsoft.com

WHTepHeT:
http://www.elcomsoft.com
http://www.elcomsoft.ru
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PeweHusa ana kopnopaumm  KOMNbLIOTEPHO-
cynebHoON aKcnepTU3bI

Elcomsoft Password Recovery Bundle
MakeT nporpamm KkomnaHum JInkoMCodT NO3BONSAET KOPNOpPaTUBHLIM
KMMeHTaMm U rocygapCTBEHHbIM CTPYKTypamM MOMHOCTbIO CHATbH 3aliuty C
OOKYMEHTOB, (hannoB, AUCKOB M cucTeM. [porpaMmbl NpoLwwnn TwaTtensHoe
BHYTPEHHEE TECTUPOBAHUE, WHCTanNMpoBaHbl M onpoboBaHbl y 60MbLIOro
KOnmnyecTBa KpynHbIX KNMEHTOB KomnaHun. OHK ABASIOTCA CaMbIiMU BbICTPbIMU
B WHAOYCTPMM, OTAMYalOTCa YAOOGHbIM MNONb30BaTENbCKMM WUHTEPGENCOM U
npuBnekaTenbHON LEeHOMN.
Hay4Hble pa3paboTtku
Hay4Ho-TexHonoru4eckuii otaen 3nkomcodT obecneunmBaeT COBPEMEHHbIN YPOBEHb
TexHomnorui B 06nacTv BOCCTaHOBEHNS AocTyna. ViccnenoBaTtensckas AeaTenbHOCTb KOMNaHuy no3sonuna
3HauYUTENBHO YCKOPUTL Nepebop naponen Ko MHOTMM NPOAYKTaM, BkItoyas yveTHble 3anucu Windows, npunoxeHus
Microsoft Office, dannbl Adobe PDF, apxusbl ZIP n RAR, psigy Apyrmx ¢oopmatoB. B 6onblUMHCTBE cryvyaeB naporsib
MOXHO BOCCTAHOBUTbL MIHOBEHHO NB0 3a HEGOMbLLIOK NPOMEXYTOK BPEMEHMU.
HebbiBanas ckopocTb
MHorve npoaykTel AnkoMCoMT N0 BOCCTAHOBMEHMIO AaHHbLIX UCMOMb3YHT PEBOSTOLMOHHBIE TEXHOMOMMM YCKOPEHHOTO
nepebopa naponen c nomoubto BugeokapT NVIDIA n ATI. Mopaepxmeas Bce yckoputenu NVIDIA GeForce cepuii 8,9 n
200, nporpammbl 3arpyxarT CMOXHble BblYMCNUTErNbHbIE MpoLecChl Ha ObICTpble U MHOrosiaepHble rpadguyeckme
npoueccopbl NVIDIA n ATI.
50-kpaTHOe yCcKOpeHue
TexHonornsa yckopeHusi ¢ NoMoLLblo rpadyecknx NpoLeccopoB, BNepBble MpeanoxeHHas komnaHven AnkomCodT,
yCKOpsieT MpoLecc BOCCTaHOBMeHus napone 6onee yem B 50 pa3 no CpaBHEHWIO C MPMBbLIYHBIMKM METOLAMMW,
MCMNOMb3YOLLMMU TONBKO MOLLHOCTY LieHTparbHOro npoteccopa.
MrHoBeHHOEe BOCCTAaHOBJEeHUue AocTyna
Elcomsoft Password Recovery Bundle nossonsietr BOCCTaHMBMTL OOCTYyN K 3alMpoBaHHbIM [OKYMEHTaM 3a
KOPOTKU/A MPOMEXYTOK BPEMEHU W MOOLEPXKMBAET MHOrOYMCrEeHHble dopMaTbl (hannoB, OOKYMEHTOB M YYETHbIX
3anucen. bonee 100 dopmatoB pannoB, CUCTEMHbLIX PECYPCOB U MPUNOXEHUN MOryT OblTb BOCCTAHOBMEHHbI
MIHOBEHHO.
OnTumanbHoe COOTHOLUEeHUe LUeHbl U Ka4yecTBa
Komnanna 3nkomCodT npenocTaBnseT KOpPnopaTtUBHBIM M FOCYAapCTBEHHBIM 3aka3ynkam BO3MOXHOCTb 3KOHOMMWU
nyteM OOpMIIEHUST 3aKa3a Ha BECb KOMMMEKT NMPOAYKTOB BMECTO MOKYMKWM KaXZoro M3 HUX No oTaenbHocTu. Ewe
fornblUen 9KOHOMUM MOXHO [AOCTUrHYTb MNYTEM 3akasa naketa nuueHauin. [lpu oTka3e OT MCNONb30BaHUSA

KOHKYPUPYIOLLNX NMPOAYKTOB BO3MOXHO MOSy4eHMe CKUAKM (4118 MONyYeHWs CKUOKM CBSKUTECH C OTAENTOM Mpoaax).

Gonee nodpobHas uHpopmayus o6 Elcomsoft Password Recovery Bundle:

http://www.elcomsoft.ru/eprb.html
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MpoaykT Elcomsoft Password Recovery Bundle npeactaBneH B Tpex pegakumnax:

Standard Forensic @ Business

Mporpamma

Edition Edition Edition
Advanced Archive Password Recovery Pro 1 1 10
Advanced EFS Data Recovery Pro 1 1 10
Elcomsoft Internet Password Breaker 1 1 10
Advanced Instant Messengers Password Recovery 1 1 10
Advanced Intuit Password Recovery 1 1 10
Advanced Lotus Password Recovery 1 1 10
Advanced Mailbox Password Recovery 1 1 10
Advanced Office Password Breaker 1 (Pro) 1 (Ent) 1 (Ent)
Advanced Office Password Recovery Pro 1 1 10
Advanced PDF Password Recovery 1 (Pro) 1 (Ent) 1 (Ent)
Advanced Sage Password Recovery 1 1 10
Advanced SQL Password Recovery 1 1 10
Advanced WordPerfect Office Password Recovery 1 1 10
Proactive System Password Recovery 1 1 10

no 100 no 500

yd. 3anmMcen | yd. 3anucemn

Proactive Password Auditor

Elcomsoft Distributed Password Recovery A0S Ao 20 Ao 100
KMUEHTOB = KIMEHTOB KIMMEHTOB

Elcomsoft System Recovery 1 (Std) 1 (Pro) 1 (Pro)
Elcomsoft Wireless Security Auditor Pro 1 1
Elcomsoft Phone Breaker Forensic 1 1
Elcomsoft Phone Viewer 1 10
Elcomsoft Blackberry Backup Explorer Pro 1 10
Elcomsoft eXplorer for WhatsApp 1 10
Elcomsoft Forensic Disk Decryptor 1 1
Elcomsoft Password Digger 1 10
BecnnatHas goctaBka akcnpecc-noyton (EMS) v v v

Gonee nodpobHas uHpopmauyus o6 Elcomsoft Password Recovery Bundle:

http://www.elcomsoft.ru/eprb.html
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Elcomsoft Mobile Forensic Bundle

Maketr Elcomsoft Mobile Forensic Bundle Bkniodaetr B cebsi Bce
HeobOxoAuMble MporpaMmbl OS1 U3BMEYEHMST U MPOCMOTPa [AaHHbIX U3
ycTponcTB noa ynpasnexHvem Apple iOS, Windows Phone 8.x n BlackBerry
10. B coctaB naketa BKNOYeHbl Havmbornee yHKLUMOHanNbHbIE peaaKkLmun
KaXkgoro MHCTpyMeHTa. [1ns MHOrMX NpoAyKTOB OOCTYMHbI BEPCUMN Kak Anst
KomnbloTepoB nog ynpasneHuwem Windows, Tak M Ons yCTPOWCTB nopg
ynpaeneHnem Mac OS.

Elcomsoft Mobile Forensic Bundle — nepBbin 1 €OQUHCTBEHHbIN Ha PbIHKE

nakeT, BKMOYAKOWMA WHCTPYMEHTbI C MNOAOEPXKKOM BCEX BO3MOXHbIX

CcrnocoboB WM3BMEeYEHUs [OaHHbIX M3 YCTPOWUCTB nog ynpaeneHvem Apple iOS (dpusnyeckoe,
nornyeckoe u «obrnayHoe» u3BneyeHue).

Copepxumoe Habopa

Ha6op Elcomsoft Mobile Forensic Bundle cogepxuT Bce BbinyLleHHble KOMNaHUen «NKOMCOMT»
WHCTPYMEHTbI NS MOOUIbHOM KpUMMHanNUCTukn. B coctaB Habopa BXxogAaT nATb NPOAYKTOB B
penakumax ansa Mac n PC:

o Elcomsoft iOS Forensic Toolkit (Mac n PC) — npoaykT ans uanyeckoro nsBneyeHus AaHHbIX u3
noagepXXuBaemMbix YCTPOMCTB npounsBoacTBa komnaHum Apple (iPhone 4, 4S, 5, 5C, 6, 6S Plus, 7,
iPad 1-4, iPad mini, iPod Touch 5 n 6onee paHHue ycTponcTsaa).

o Elcomsoft Phone Breaker (pepakuus Forensic, Bepcus ans PC noa ynpasneHvem Windows) —
ONs U3BnevYeHus AaHHbIX U3 yCTponUcTB nog ynpasneHuem iOS, Windows Phone 8/8.1 u BlackBerry
10 13 nokanbHbIX UK «obnaYvHbIX» pe3epBHbIX kKoNuii. NogaepxmBaeTcss BOCCTAHOBIEHWE Naponen
OT 3alUMdPOBaHHbLIX PE3EPBHbIX KOMUNA.

o Elcomsoft Phone Breaker Forensic for Mac (Bepcus ana Mac OS X) — ans nseneveHus AaHHbIX
N3 NokanbHbIX U «0BnaYvHbIX» pe3epBHbIX KOMUIA; BOCCTAHOBIEHWE naponen B Bepcuu anst Mac He
noaaepXxnuBaeTcs.

¢ Elcomsoft Phone Viewer — KOMNakTHbI U ObICTPbIA B OCBOEHUM U UCMONb30BAHUN UHCTPYMEHT
Anst npocMoTpa nHdopmaLMm, Nofy4eHHON C MOMOLLBIO OPYIMX MHCTPYMEHTOB U3 Habopa.

¢ Elcomsoft Cloud Explorer - MOLHbIA U ObICTPbIA MHCTPYMEHT AN U3BMNEYEHUst BCEN OOCTYMNHON
nHopmaumm n3 Google Account. JeTanusaumss MeCTOMNOMNOXEHUS MoNb3oBaTens Ha 3afaHHbIA
NPOMEXYTOK BpemMeHu, nepenucka B Gmail, KOHTaKTbl, WCTOPUS MOWCKOBBLIX 3arpocoB U
NPOCMOTPEHHbIX Beb-canToB, dpoTorpadum, naponm Chrome n mHoroe gpyroe.

e Elcomsoft Explorer for WhatsApp - MHCTpYMEHT Ansi U3BMNeYeHus, pacingpoBkn 1 NpocmMoTpa
nctopum kommyHukauun WhatsApp.

e Elcomsoft Blackberry Backup Explorer Pro — WHCTpyMeHT Ons npocmoTpa COAEPXKUMOro
pes3epBHbIX KON ctapbix cmapTdoHoB BlackBerry (go Bepcumn BlackBerry 10).

B coctaB Habopa BxogaT Hanbonee NpoABMHYThLIE pedakumMm Kaxgoro MHCTpymeHTta. K npumepy,
npogykt Elcomsoft Phone Breaker noctaBnsdetca B pepakumm Forensic, npepgoctaBnstoLlen
BO3MOXXHOCTb U3BMEYEHUS PE3EPBHbIX KOMUIN YCTPONCTB noA ynpasneHuem iOS n3 «obnadHoro»
xpaHnnuuia iCloud 6e3 ncnonb3oBaHns NornMHa 1 Napons.

Gonee nodpobHas uHgpopmauusi 06 Elcomsoft Mobile Forensics Bundle:
http://www.elcomsoft.ru/emfb.html
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Elcomsoft iOS Forensic Toolkit

Elcomsoft iOS Forensic Toolkit —  cneuvanuanpoBaHHbLI — NpoAYKT AN
KPUMWHANMUCTMYECKOrO MUCCneaoBaHusa ycTponucTB Ha ocHoBe Apple iOS. iOS Forensic
Toolkit nossondeTr aKkcnepTaM NpPaBOOXpPaHUTENbHLIX OPraHoB MPOU3BOAMTL COOp
MHdOpMaLUM U  NpoBOAUTbL CyAeOHble U KOMMbIOTEPHO-TEXHUYECKME  SKCMEPTU3bI
ycTtporicte iPhone, iPad n iPod npomsBoactBa komnanum Apple, paboTatowwmx nog

ynpasnexuem iOS Bepcun 3-10.

C nomowbto iOS Forensic Toolkit BO3MOXHO MOMyYnTb MOMHBIA AOCTYN K MHpopMaumu,
XpaHsiLWencs B nogaepXxvBaemblx ycTporcTeax. Npoaykt obecneumBaeT LENOCTHOCTb U
Hen3MeHHOCTb uccrnegyemblx gaHHblX. C nomolibio iOS Forensic Toolkit cneuynanucTsbl
MOryT MONy4YuTb AOCTYN K paclumdpoBaHHOMY obpa3sy hainoBoil CUCTEMbI YCTPOWCTBA,
pacwmndpoBaTb KoAbl, MApoONM M MNPOYYK 3alMLIEHHYI WHDopMauuio. [JOoCTyn K OCHOBHOMY MaCCUMBY [AaHHbIX

ocyulecTBnaeTcA MrHoOBeHHO, B peallbHOM BpeMeHN.
Bo3MOXHOCTU NporpamMmmbil

e [JlocTyn K NOfTHOMY MaccuBy MHOPMaLn

¢ (ObecneunBaeTcs ayTEHTUYHOCTb M LEMNOCTHOCTb MCCreayemMon uHdopmaumnm

o [lopgepxuBaemble METOObI N3BMEYEHUNA OaHHbIX: hrnsmnyeckoe nssneveHme anga 32- n 64-paspsagHbIX YCTPOUCTB

e  YacTuuyHoe usBneyeHue faHHbIX U3 3a6NOKMPOBaHHbLIX YCTPONCTB

e BoccraHoBneHne faHHbIX CUCTEMHOMO xpaHunuia (keychain), naponen un 3awmpPoBaHHbIX AaHHbIX

e  bBbicTpbii cbop nHopmauun (mogenu ¢ 32 6 namatn obpabatsiBatoTcs 3a 20-40 MuH)

e [apaHTVa LEenoCTHOCTU U HEU3MEHHOCTM UccnedyembiX AaHHbIX (Ans nokoneHun yctponcTs Ao iPhone 4 n
6onee cTapbIx)

e T[lopaepxka yctponcts Ha ocHoBe iOS ¢ 3.x no 9.3.3 meToaoM hr3MYECKOro N3BnevYeHnst

e T[lopaepxka yctpowncts noa ynpaenexHmem iOS ¢ 9.3.4 no 10.x METOAOM NOrMYECKOro N3BnevyeHns

e BoccraHoBneHne 4-3HadHbIX naponein Ha BkntodeHne B iOS 4/8 3a 20-40 MuHyT

e  MrHOBEHHOE BOCCTaHOBMEHME Napons Ha BKMYeHne ycTponcTB ¢ iOS o Bepcuin 3.xX BKMOUYUTENBHO

e CHsaTne dumanyeckmx n normyeckmx obpasos ycTponcraa

e  ABTOMaTMYeECKOE BeAEHWE XypHana BCeX CeACTBEHHbIX AEACTBUN

e [locTtynHbl Bepcun anga Mac n Windows

HocTtynHo 6onble nHgpopmMaumm, 4eM XpaHUTCA B pe3epBHbIX konuax iPhone

iOS Forensic Toolkit oTkpbiBaeT AocTyn KO BCEN WHOPMauMKM, XpaHsuenca B yctpowncteax iPhone/iPad/iPod. C
NMOMOLLBIO CHATMA dmandeckoro obpasa ycTponcTea obecneyvBaeTcs AOCTYN K ropasgo 6onee LUMPOKOMY CHEKTpy
[AaHHbIX N0 CPaBHEHMWIO C METOAOM PacLUMPOBKU pe3epBHbIX KONui. PaclundpoBbIBalOTCA Takue AaHHble, Kak naponu K
cavitaM, SMS, anekTpoHHas No4yTa, NOrMHbLI U Naponu K nporpaMmmMmam.

Cpean KpUMWUHanNmMCTUYECKN BaXKHbIX AAHHbIX COAEPXKMTCA Takas MHopMauus, Kak reorpadmyeckoe MoroxeHne
YCTPOMCTBa B KaXAbli MOMEHT BpeMeHW, KapTbl M MapLupyTbl, paccyuTaHHble ¢ nomolbio Google Maps, uctopus
noceLleHnii MHTEPHET PecypcoB, a Takke NpaKkTU4yecky BCA MHAOpMauusi, HabpaHHas Ha YCTPOWCTBE C MOMOLLbIO

BUPTYyanbHOW KnaBuaTypbl.

Gonee nodpobHas uHgopmauus o6 Elcomsoft iOS Forensic Toolkit:

http://www.elcomsoft.ru/eift.html
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Elcomsoft Phone Breaker

Elcomsoft Phone Breaker — yHuBepcanbHbIi UHCTPYMEHT A58 U3BMNeYeHns
OaHHbIX M3 pPe3epBHbIX KOMUA M «OOMaYHbIX» XpaHUNULW, MOOUMbHbIX
yctponctB nog ynpasneHnem iOS, Windows Phone u BlackBerry 10.
MHCTpyMeHT nos3BongeT 3KcrnepTaMm  NpaBOOXPaHUTENbHLIX  OpPraHoB
nony4nMTb OOCTYN K 3allMLLEHHbIM MNaponeM pesepBHbIM KONMUAM Jimbo
ckavaTb [aHHble U3 «0BMnayHbIX» XpaHUNUL. YTunuvTa nogaepxumeaeTt Bce
cmapTdoHbl BlackBerry Bnnote go BlackBerry 10 n Bce nopTtaTtuBHble
ycTponctBa Ha nnatdopme Apple iOS, Bkntoyas iPhone, iPad n iPod Touch
BCEX NOKOSIEHUIN 1 BeEpcUin BNoTb Ao 7 Plus.

e [locTyn K nHbopmaumm, XpaHMMOK B 3aLUMLLIEHHbIX NaponemM pe3epBHbIX konusix iPhone, iPad n iPod Touch

e Pacwudposka pesepsHbIX kKonui iOS ¢ NOMOLLbIO M3BECTHOIO Napons

e  UM3BeneyeHue n3 iCloud Photo Library dpotorpacun, yoganéHHbix B TedyeHne nocneaHmx 30 gHen

e  [3BneyeHne CMHXPOHM3NPOBAHHBIX XXYPHAIOB 3BOHKOB, KOHTAKTOB, KaneHaapewn, 3aMeToK 1 UCTOpUnN AeNCTBUIA
nonb3oBatensi B 6paysepe Safari n3 iCloud He3aBMCUMO OT pe3epBHbIX KONUiA

e M3BneyeHve aaHHbIX ycTponcTs nog ynpasneHnem Windows Phone us obnayHoro xpanunuwa Microsoft

e BoccraHoeneHune naponen k npunoxexnsam BlackBerry Password Keeper and Wallet

e BoccraHoBneHue naponsa Ha yctponcTso BlackBerry

e UYrtenve un pacwudpoBKa AaHHbIX B cUCTeMHOM xpaHunuuie (keychain) (naponu K y4yeTHbIM 3anucsam
3MNEeKTPOHHOW nouyThl, Naponu Ana goctyna k cetam Wi-Fi u naponu ans poctyna k Be6 cavtam v CTOPOHHUM
NPUIOXEHUSIM)

e MowmeHTanbHas paclmdposka gaHHbIx 13 BlackBerry Password Keeper ansi BlackBerry 10

e [lepebop naponen k koHTenHepam 1Password, n3BneyéHHbiM u3 Dropbox, nokamnbHbIX U «OGnaYHbIX»
pe3epBHbIX konui i0S

e  [3BneyeHve pe3epBHbIX KOMWUI YCTPONCTB noa ynpasneHnem iOS n3 «obnavHoro» xpaHunuwa Apple iCloud c
ucnonb3oBaHneMm Apple ID »n naponsa nonb3oBatenss unu 6e3 HuUX (C MCNOMb30BaHWMEM MapKepoB
ayTeHTUdUKaLMM) He3aBUCMMO OT Hanun4ms jailbreak n onsa Bcex 6e3 NCkMoYeHNa yCTPONCTB Mo ynpaBneHnem
iOS, Bknioyasi yctporncTaa nog ynpasneHvem iOS 10

e  BCTpOEHHBIN MHCTPYMEHTapuii Ana N3BNevYeHns mapkepoB ayTeHTudmkaumm iCloud

e  VI3BneveHne JOMNONMHUTENbBHbIX AaHHbLIX U hainoB u3 «obnayHoro» xpanunuuwa iCloud m iCloud Drive, Bkntovas
TUNbI AaHHBIX, HEOOCTYMHbIE C MOMOLLIO LUTATHBIX CPEACTB ONepaLuoHHON CUCTEMbI

e  BoccTaHoBMEHWE Naposner k pe3epBHbIM KOMUSAM AN OpUrMHanbHbIX 1 ‘MoamduumpoBaHHbIX’ iPhone (Bce
mopenu), iPad (Bce nokonenust) n iPod Touch (Bce nokoneHust)
e  YckopeHue ¢ ncnons3osaHmem rpacudeckmx kapt NVIDIA 1 AMD

BbI60pPOYHBLIN [OCTYN K AaHHbLIM

C nomowpbto Elcomsoft Phone Breaker MOXHO ObICTPO Mony4nTb Heobxooumyr MHGOpMaLMio U NPonyCcTUTb MeHee
3Ha4yMMble [AaHHble, KOTopble TPeOylT Haubonbllero BpPeMeHU Angd 3arpy3ku (Hanpumep, My3blka Unu BUOEO).
Coo0LLeHns, BNOXEHUs!, HACTPOWKM TenedoHa, XypHarnbl BbI30BOB, aApeCHbIe KHUMM, 3aMeTKU, KaneHaapb, HacTPONKM
NMOYTOBOrO akkayHTa, potorpacmm, BUOEO U ApYyrne AaHHble MOryT ObiTb 3apaHee BbiOpaHbl U cKadaHbl B CYMTaHHbIE
MUHYTbI, YTO oBecneynBaeT AOCTYN K BaXXHOW MHOPMaLIMK B PEXMME pearibHOro BpeMEHM!.

M3Bne4yeHue AaHHbIX U3 «obna4vHbix» cepBucoB iCloud n Windows Live!

C nomouwbio Elcomsoft Phone Breaker MOXHO M3BNeYb HEMOCPEACTBEHHO M3 «obnaka», Aaxe He umMesd camMoro
yCcTpoWcTBa Ha pykax. Bcé, uto Tpebyetcs ana goctyna k oHnarnH-apxvmeaM iCloud nnm Windows Live! — aTo noruH un
napornb none3oBaTtens. BoaMoxHoCTb focTyna k gaHHbIM 13 iCloud 6e3 ncnonb3oBaHUs NorMHa 1 Napons — yHukanbHasa
Bo3mMoxHocTb Elcomsoft Phone Breaker Forensic. Ecnv naponb oT y4€THOW 3anucu nonb3oBaTens HeuM3BecTeH, Ans
joctyna K «obnayHbiM» [aHHbIM MOXHO WCMONb30BaTb OCOOLIN Mapkep ayTeHTUdMKauum, Wu3BneKkaembli 13
KOoMMbloTepa nonb3oBaTens. VMcnonb3oBaHWe OBOMYHOrO Mapkepa He TpebyeT Hu norMHa ¢ naponem, HU BTOPUYHOW
ayTeHTUdUKaumu.

bonee nodpobHo 06 Elcomsoft Phone Breaker:
http://www.elcomsoft.ru/eppb.html
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Elcomsoft Phone Viewer

Elcomsoft Phone Viewer npegnaraet yaobHbii uHTepdenc nns
npocmoTpa NMHopMaLmKn, U3BNEYEHHOW N3 JNTOKaNbHbIX U «OBMAYHbIX»
pe3epBHbIX KONW YCTPOMUCTB noAa ynpasneHnem Apple iOS, BlackBerry
10 u Windows Phone 8, 8.1 n Windows Mobile 10. C ero nomoLibto
MOXHO  MPOCMOTPETb  MOMb30BATENMbCKME  KOHTAKTbl, MpOYUTaThb
CcoOobLLEeHNsi, MNPOCMOTPETb CMUCOK 3BOHKOB, [aHHble 3amMeToK W
kaneHgaps. MNpn pabote ¢ pe3epBHbIMU KOMUAMW OAHHbBIX YCTPOWCTB
noa ynpasneHnem Apple iOS ¢ nomowbto Elcomsoft Phone Viewer

MO>XHO NMPOCMOTPETb yaanéHHble coobeHns — SMS n iMessage.

Bo3moxHoCTU npoaykTa

Mopaepxka pesepBHbIX konuii B dhopmate iOS 10 1 Bcex npeabioylinx Bepcui (Kak JOKanbHbIX, TaK U
«0BnayvHbIX»)

Mopaepkka YacTUYHbIX KOMWI, n3BneyéHHbIx 13 iCloud/iCloud Drive B pexume BbIOGOPOYHOro ckauMBaHus
(ans Bcex Bepcuit iOS)

BcTpoeHHas nogaepxka nokanbHbIX pe3epBHbIX Konui iOS, 3awniéHHbIX M3BECTHLIM Naponem
(Hen3BecCTHble nNaponu TpebyeTcsa NpegBapuTENbHO BOCCTAaHOBUTL € nomoLllbio Elcomsoft Phone Breaker)
AHanus gencrtsui nonb3osatens B UHTepHeT

Fanepes ¢oTo 1 Buaeo ¢ nogaepXkon punbTpaumm no kKateropusam, gate U BpeMeHu

M3BneyeHne n aHanus teros EXIF, aBTomatuyeckoe onpegeneHme MeCTONONOXEHNS YCTPONCTBA B MOMEHT
CbEMKM

MpocmoTp iCloud Photo Library ¢ aBTomaTnyeckon domnbTpaumen n paséuskon no ansbomam

MpocmoTp cMHXpOHM3NpoBaHHbIX ¢ iCloud gaHHbIX ()KypHanoB 3BOHKOB, 3aMETOK, BKITa4oK U uctopumn
noceLleHus cTpaHuu B 6paysepe Safari)

BeicTpbIf BeI3oB KapT Google Maps ans otobpaxeHns KOOpAMHAaT nonb3oBaTens

MonHoe un BbIGOPOYHOE 3KCNOPTMPOBaHKe OTO U BUAEO

ABTOMaTUYeCcKas copTMpoBKa nsobpaxeHuin n Bugeo no kateropuam (Kamepa, Bnoxerus, MNpoyee)
CuctemHas rpacuka (MKOHKM, NOroTunbl U T.M.) aBTOMaTUYECKN coOpTUpyeTcst B nanky «lMpovee»

BbICTpbIN Nonck 1 unbTpaumsa no psay napameTpoB, BKIOYas AaTty v Bpems

C nomowbto Elcomsoft Phone Viewer MOXXHO NPOCMOTPETL CrieayoLyo MHpopMaLmIo:

CucrtemHble faHHbIe

Mogenb 1 HasBaHWe yCcTponcTBa

CepuiiHbI HOMEpP yCTpoNCTBa

[ata n Bpemsa co3gaHunsi pe3epBHON KONuu

Opyryto cuctemHyto uHdopmauuo (ansa iOS yctponctse: IMEI, ID ycTtponctea, Homep

TenedoHa, Bepcus i0OS)

Monb3oBaTenbcKne AaHHbIe

KoHTakTbl (BKNtovas koHTakTbl Facebook, Gmail n 1.4.)

CoobLueHus (ansa pesepBHbIX konui ycTpoincTe iOS MOXHO NpocMaTpmuBaTh U yaanéHHble coobLleHns
SMS un iMessage)

>KypHan 3BoHkoB (Bkntovas FaceTime) (kpome Windows Phone)

3ameTkn (ans Windows Phone B hopmate Microsoft OneNote)

Kanenpapb (ans Bcex yyeTHbIX 3anucei, Bkntoyas nokaneHele, Microsoft Exchange u iCloud) (kpome
Windows Phone)

doTo 1 BMAEO

iCloud Photo Library

McToprsa MOUCKOBBLIX 3anpoCOB M MOCELLEHWUA, 3aKnadku U OTKpbITble BpaysepHble BKnagku (kpome
Windows Phone)

Gonee nodpobHas uHgopmauus o6 Elcomsoft iOS Forensic Toolkit:

http://www.elcomsoft.ru/epv.html
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Elcomsoft Explorer for WhatsApp

Elcomsoft Explorer for WhatsApp (EXWA) — ynoGHbIi WMHCTPYMEHT Ans
N3BreYeHnsi, NPOCMOTPa U aHanM3a Nepenvcku Norib3oBaTenen B NPUIIOXEHUN
WhatsApp ansa iOS. [JaHHble NpuroXeHuss MOTyT M3BreKaTbCsl M3 JToKanbHbIX
(iTunes) n «obnayvHbix» (iCloud) pe3epBHbIX KOMUIA MOOWIBHBIX YCTPOWCTB Nop,
ynpaBneHnem Apple i0OS. Kpome TOro, noaaepxmBaeTcs W3BneYeHne
aBTOHOMHbIX pe3epBHbiXx konui WhatsApp, cos3gaBaeMbix B «obnavyHoM»
xpaHunuwe iCloud Drive. 3awudpoBaHHble AdaHHble  MOryT  ObiTb
paclumncpoBaHbl NPYU ykasaHWM KOPPEKTHOrO Naporisi.

B pexuMme npocmoTpa [OCTYMHbl (OYHKUMM ObICTPOro noucka 3anvcen wu
GunbTpauMm OaHHbIX, MNO3BOMAKOWMNE O0TOOPa3nTb TONMbKO WHTEpEcyLlne
3anucu — Hanpumep, nonagawLine B 3agaHHbIN BpEMEHHOM MPOMEXYTOK.

B Elcomsoft Explorer for WhatsApp noagepxuBarTca criegylolime MeToAbl U3BMEYEHUs] OaHHbLIX MNPUIOXKeHUs
WhatsApp ans iOS:

e W3BneuyeHue n3 yctpomncts nog ynpasneHunem Android
[aHHble n3BnekarTcs HeNocCpeaCcTBEHHO M3 TenedoHa nog ynpasneHnem Android.
MoppepxuBaloTcs YCTPOMCTBaA Kak ¢ Hanudimnem pyTt-goctyna (Android 4.0-7.1.1), Tak n 6e3 Hero
(Android 4.0-6.0.1). [Ins n3BneyeHns AaHHbIX 3KpaH yCTPoONCTBa NoTpebyeTcsa pasbnokMpoBaTb.

e W3BneuyeHue U3 nokanbHbIX pe3epBHbIX Konuu iTunes
YcTporictBa nof ynpasneHvem iOS MoryT co3faBaTbh pe3epBHbIe KOMUW BCEX AaHHbIX MOCPEeACTBOM
npunoxeHns Apple iTunes. C nomowbio EXWA 13 pesepsHoi konuu B popmarte iTunes
n3BneKalTCca BCe JaHHble, UMetoLLne oTHoLeHMe K npunoxeHnto WhatsApp, Bkntoyasi KOHTaKThl,
NCTOPUIO MEPENUCKK, OTMPABIIEHHBIE M NOJTyYeHHbIe dhoTorpadun.

e U3Bne4vyeHue N3 CUCTEMHbIX pe3epPBHbIX KON B «06rna4yHomM» xpaHunuiie Apple iCloud
Ecnu Ha ycTponcTBe BKIMHOYEH PEXMM aBTOMaTUYeCKOro co3gaHus pesepBHbix konun B iCloud, ¢
nomoLubio EXWA MOXHO ckayaTb U3 «obnaka» gaHHble, MMEIoLLME OTHOLLIEHME K MPUNOXEHMWIO
WhatsApp. N3BnekatoTcs KOHTaKTbl, UICTOPUA nepenuckun, dpotorpadun. [ina ckayvsaHns U3
«obnaka» Heobxoammo ykasaTtb Apple ID n naponb nonb3oBarerns MO0 BOCNONb30BaTHCS
MapKepoM ayTeHTUMKaLnN.

e U3Bne4vyeHne aBTOHOMHbIX pe3epBHbIX konun WhataApp m3 iCloud Drive
B npunoxeHun WhatsApp ons iOS MOXHO BKMOYNTL PEXUM CO34aHNA aBTOHOMHbIX PE3epPBHbIX
KONWI AaHHbIX, paboTatolwmi gaxe B TOM crny4vae, Korga pe3epBHOE KOMMpPOBaHUE CUCTEMbI
cpeactBamu iOS He akTMBMPOBaHO. [laHHble XpaHaTcs B «obnavyHom» cepBuce iCloud Drive. C
nomoLubio EWXA MOXHO ckayaTb TakMe aBTOHOMHbIE pe3epBHble konun. [1na ckayMBaHus U3
«obnaka» Heobxoammo ykasaTtb Apple ID 1 naponb nonb3oBarerns NnMbo BOCnorb30BaTbCs
MapKepoM ayTeHTUdMKaLnn.

B pexxume npocmoTpa gaHHbix Elcomsoft Explorer for WhatsApp Bce gaHHble, NOnyYeHHbIe M3 HECKOMNbKNX
NCTOYHMKOB. logaepXuBaloTCa PexXmMMbl Noucka U unbTpauumn AaHHbIX, YTO NO3BONSET ObICTPO HaWTu
HyXHble 3anMcy WNN BbIBECTU Ha 9KPaH TOMbKO Te COOBLLEeHWsi, KOTopble COOTBETCTBYIOT 3adaHHOMY
KpuTepuio. JocTyneH pexum dunsTpaumm no 3agaHHOMY BPEMEHHOMY NMPOMEXYTKY.

Bonee nodpobroHas uHgpopmayusi 06 Elcomsoft Explorer for WhatsApp:
http://www.elcomsoft.ru/exwa.html
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Elcomsoft Cloud eXplorer

Elcomsoft Cloud Explorer — uHCTpymMeHT Ansa ussneyeHns n yaobHoro
npocmoTpa AaHHbIX 3 Google Account. N3BnekatoTca 3anncu U 3aMmeTku
Google Keep, CMHXPOHM3MPOBaHHbIE KOHTAKTbI NMONb30BATENSA U KPYr €ro
ofweHunsa, 3aknagkv, naponm u WUCTOpuUst MPOCMOTpa CTpaHuy, u3
6paysepa Chrome, nctopmsi NOMCKOBbLIX 3aNpPOCOB N NEPEXOAOB, AAHHbIE
O MEeCTOMONOXEHNM MONb30BaTENs, KaneHgapu WM MHOroe Apyroe.
CkaumBatotca n cotorpadun, coxpaHéHHble Nonb3oBaTenemMm B CEPBUC

Google Photos.

MpooyKT Ncnonb3yeTcst KpUMUHaANUCTaMn U 3KCnepTamm KOMMNbOTEPHOM
©Ge3onacHoCTU npu NpoBeAeHMM paccrnefdoBaHuin B cdepe kubep-
npectynnenuin. C nomoulbto Elcomsoft Cloud eXplorer MOXXHO He TONbKO
ckayaTb MacCuB AaHHbIX, COOpaHHbI O nornb3oBaTtenie komnaHuel Google, HO M MNPOCMOTPETb BCH
N3BMEYEHHYI0 UHOPMaLNIO HENOCPEACTBEHHO B MporpaMme. BCTPOEHHLIN MHCTPYMEHT AN npocMoTpa
OaHHbIX aBTOMaTtuyeckn obpabaTtbiBaeT ABOMYHbIE hOpMaThbl M NPUBOAUT AaHHblE K BuAy, yOobOHble ans

BOCMNPUATHNA N aHanuaa.

®PyHKUMM BbICTPOrOo Moucka W unbTpauum MNOMOINYT HaWTU HyXHble [aHHble WM OTUNbTPOBaTb
MHpOpMaUMio NO 3agaHHOMY TMPU3HaKy. BCTPOEHHbIM WMHCTPYMEHT Ans npocmoTpa  u3obpaKeHun
oTobpakaeT He TONbKO camu cpoTorpacpmm, HO M conyTcTBylLWMe AaHHble u3 TeroB EXIF, Bkntovas

VIHCpOpMaLWIIO O KoopAanHaTax TO4YKK, B KOTOpOVI ObINT caenaH CHUMOK.

KomnaHus Google cobupaeT orpoMHble MacCuBbl JaHHbIX O 3aperucTpuMpoOBaHHbIX MOMb30BaTENsX CBOMX
CepBUCOB. OTO U CUHXPOHU3MPOBAHHbIE KOHTAKTbl CO BCEX MOOWMBbHBLIX YCTPOMCTB MNONb30OBaTeENd, U
kaneHaapu, u 3ameTkn Google Keep, 1 NCTopmsi MOMCKOBBIX 3arMpoOCOB CO BCEX CTALUUOHAPHBIX U MOBUIbHBIX
YCTPOWCTB nonb3oBaTtens, u dotorpacdmm ns «obnaka» Google Photos, un coobuieHms Hangouts, n mHoroe,
MHoroe gpyroe. [1ocTyn K 3TMM AaHHbIM LUTaTHbIMW CPEACTBaMU BO3MOXEH, HO JOCTAaTOYHO TPYAOEMOK, Mpu
3TOM MHGOPMaLMS U3BMNEKAETCS N3 pa3HbIX MECT M COXpPaHAETCH B MHOrOYMCIeHHbIX dpopmatax. Elcomsoft

Cloud eXplorer ynpolaeT npouecc n3BfiedeHnst 4aHHbIX 1 aBTOMATU3MPYET UX KOHBEPTaLMIO U MPOCMOTP.

Ona poctyna Kk uMHdopmauun notpebyeTcsa BBeCTM AaHHble yd4éTHOM 3anucu Google. NMopaepxmnBaeTcs

OByxdakTopHasa ayTeHTMdUKaLms.

Gonee nodpobHas uHpopmauyus o6 Elcomsoft Cloud eXplorer:

http://www.elcomsoft.ru/ecx.html
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Elcomsoft Wireless Security Auditor

Elcomsoft ~ Wireless Security Auditor nossonseT ceTeBbIM
agvHUCcTpaTtopaM  MpOBEPWUTb,  HACKOMbKO  3alyuiieHa  KopropaTuBHas
H6ecnpoBogHas ceTb. Mcnonb3ysa 3anaTeHTOBaHHYO TEXHOMOMMI0 annapaTtHoro
YCKOPEHUsi BOCCTaHOBMEHWS Naposniein npyu noMoLum 6rogxeTHbIX rpadpuyecknx
yckopuTenem, Elcomsoft ~ Wireless  Security ~ Auditor  nossonsieT
npotectupoBaTtb naponu WPA/WPA2-PSK n Takum obpas3om onpenenuthb,

Hackorbko 6e3onacHa GGCI'IpOBO,D,Haﬂ ceTeBad cpepfa.

Mporpamma no3sonseT:

° MepexBaTtbiBaTb handshake-nakeTbl B 6€CNpOBOAHON CETU C MOMOLLIbIO BCTPOEHHOIO aHanu3artopa Tpaduka

° Vcnonb3oBaTh Kak cTaHaapTHble agantepbl Wi-Fi, Tak n cneunanuavnpoBaHHble agantepbl AirPCap

° Onpegenutb cTeneHb 6esonacHocTn naponen WPA/WPA2-PSK

o VMUTMpoBaTb BbICOKOMPOM3BOAUTENbHbIE aTaku, UCMONb3ys annapaTHOE YCKOPEHUE Ha OOHOW UMM HECKOSbKUX

Bugeokaptax NVIDIA nnn AMD

o SaI'IyCKaTb MOLLHblE aTaku No crnoBapto C HacTpanBaeMbiMU MyTalNAMU

AyauTt 6esonacHocTu 6ecnpoBOAHbIX ceTen

Elcomsoft Wireless Security Auditor npoeepsieT 6e3onacHocTb 6ecnpoBOAHON CeTW, MbITasiCb MPOHMKHYTb B Hee
CHapyxu unu unsHytpu. Pabota Elcomsoft Wireless Security Auditor Hukak He oTpaxaeTcs Ha yHKLMOHMPOBAHUU
6ecnpoBogHON CeTu, KOTOpyt MpoBepsieT nporpamMmma. EWSA aHanuaupyeT nakeTbl CETEBbIX COOOLLEHUIA U MbITAeTCs
«B3romMaTb» naponu WPA/WPA2-PSK.

Elcomsoft Wireless Security Auditor npovsBoanT ayamt v BOCCTaHOBMEHME Maporieil B TeYeHUe 3aJaHHOro oTpeska
BpemeHu. Elcomsoft Wireless Security Auditor siBnsieTcst ofHOM 13 caMbix BbICTPLIX 1 HaMbonee MOLLHbLIX NPorpaMM Mo
BoccTaHoBneHuto naponen B Wi-Fi cetax. Ecnn Elcomsoft Wireless Security Auditor He MoxeT «B3noMaTtb» HU OOUH
naponb B cetn Wi-Fi B TeyeHne pasyMHOro npomexyTka BpeMeHu, TO Bcs GecnpoBopHasi ceTb MOXET CHMTaTbCA
3alUNLLEHHON.

AnnapaTHoe yckopeHue

YHUKanbHasi TEXHONOrmsi annapaTHOrO YCKOPEHWs BHeApeHa B MNporpaMMy Anfsi BOCCTaHOBIEHMSI napone B
6ecnpoBOAHbIX CETSIX, YTO MO3BONMIIO B COTHM pa3 yMeHbLUUTb BpeMsi BoccTaHoBneHus napornen WPA/WPA2-PSK.
Moppepxusas no 4 rpacdpudeckmx yckoputenen NVIDIA (GeForce, Quadro, Tesla) nnu AMD (Radeon HD cepuin 5000,
6000 n 7000). Elcomsoft Wireless Security Auditor no3asonsieT npyM MUHUMAanNbHbIX BIIOXEHWUSIX CO34aBaTb CUCTEMBI, MO
Npoun3BOANTENBHOCTU CPaBHUMbIE C CYNEPKOMMNbIOTEPaMMU.

Tunbl aTtak

Elcomsoft Wireless Security Auditor npon3sogut ataku no crioBapto, 4Tobbl ONpeaenuTb Naponu, COCTOSLLNE U3 CIIOB U
dpa3s pasroBOpHOro si3bika. [prmMeHsasa HacTpanBaeMble Nonb3oBaTeneMm Mytauum crioB u3 cnosaps, Elcomsoft Wireless
Security Auditor ocyLiecTBnseT COTHV BUAOU3MEHEHUA KaOoro crosa, 4Tobbl o6ecneunTb HambormbLUyko LUMPOTY

oxBaTa pasfMyHbIX BapMaHTOB naposen.

bonee nodpobHas uHghopmayusi 06 Elcomsoft Wireless Security Auditor:
http://www.elcomsoft.ru/ewsa.html
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Elcomsoft Forensic Disk Decryptor
Elcomsoft Forensic Disk Decryptor obGecneunmBaeT MOMeHTasnbHbIA AOCTYN K
COAEPXUMOMY 3alUnMppOBaHHbIX AMCKOB, CO3OaHHbIX KpunTokoHTenHepamu BitLocker, PGP u
TrueCrypt. [OCTynHbl pexuMmbl MOMHOW paclingpoBKM UM OnepaTtMBHOro AocTyna K
nHcpopmaummn. Knoun gns pacumgpoBkM COAEPXMMOro KPUNTOKOHTENHEPOB WM3BIEKaTCs U3
crnemnka onepaTUBHOW MNaMsATM KOMMblOTEpPa, MeTodoM artaku 4Yepe3 nopT FireWire nubo
aHanusom cavina rmbepHauun. ObecneunBaeTcsi LENOCTHOCTb U HEM3MEHHOCTb U3BMEYEHHBIX

AaHHbIX.

Bo3moxHocTtn npoaykKkTta

= PacwwndpoBka uHGOpPMaUUK, 3aLULLEHHOMW TPemMsi caMbiMU pPacnpOCTPaHEHHbLIMMU
KPUNTOKOHTENHEpaMm

= [Moppepxka 3awmiéHHbIX TomoB BitLocker, PGP n TrueCrypt

= [logaepxka nopTaTMBHbLIX HOCUTENEN U chrew-kapT, 3awmiéHHbIx BitLocker To Go

= [loppepxka Bcex pexumoB pabotbl PGP, Bkntoyas pexum wndpoBaHns BCEro Ancka

= [JlocTyn B pexumax peanbHOro BpeMeHu 1 MOHON pacLuMdpOBKn

=  MsBneueHue knwouyer pacwmndpoBKM OaHHLIX M3 dannoB rmbepHauun, darna-obpasa onepaTvBHOM NamMaTh
KoMnbloTepa

=  U3BnekaeT Bce KMoun M3 gamna onepaTMBHOW NamATM eQUHOBPEMEHHO, AaXe eCnu B CUCTEME MPUCYTCTBYIOT
bonee, 4em OAMH KPUNTOKOHTEVNHEP

= [apaHTus LenocTHOCTU U HEM3MEHHOCTU UCCNeayeMbIX AaHHbIX

= BoccTaHoBMNEeHWE 1 COXpaHeHWe KoYen pacumdpoBKN AaHHbIX

= [logaepxka 32- n 64-paspagHoix Bepcun Windows

Elcomsoft Forensic Disk Decryptor — He3aMeHUMbIN WHCTPYMEHT KpunTOaHanuTuka, MO3BONSAOLLMNA
CNeACTBEHHbIM OpraHam, KoprnopaTuBHblM oTAdenam 6GesonacHocTM U cneuyuanucTam Mo UHMOPMaLMOHHON
6e30MacHOCTM NOMYy4YnTb ONepaTUBHBLIA AOCTYN K COAEPXMMOMY TPEX CaMblX PacnpOCTPaHEHHbLIX KPUMTOKOHTENHEPOB.
M3BneyeHne AaHHbIX U3 3aliMdpPOBaHHbLIX TOMOB OCYLUECTBASETCS B peXUMe pearnbHOro BPeMeHW, a eOUHCTBEHHBLIM
aKkTopoM, OrpaHUYMBaOWMM CKOPOCTb paboTbl NPOAyKTa, SABNSAETCA OrpaHWYEeHHas CKOPOCTb YTEHWS OaHHbIX C

»XECTKOro Aucka.

B pexvme nonHon pacwumndpoBkm Elcomsoft Forensic Disk Decryptor co3gaét nonHyto Konuio BCeX AaHHbIX,
XPaHSLWMXCA B 3allMppoBaHHOM ToOMe. OTOT peXuM Mone3eH CrneACTBEHHbIM OpraHaMm Ans CO3OaHust AoKas3aTerbHOn
6a3bl. B onepatuBHOM pexume npoaykt obecneumBaeT MOMEHTamNbHbIA BbIGOPOYHBIA OOCTYN K AaHHBLIM, MOAKIOYas
3almMdpoBaHHble TOMa B BMAE HOBbIX OMCKOB U pacluMdpoBbiBas cuutbiBaeMble dainbl Ha neTy. PaboTta Elcomsoft

Forensic Disk Decryptor B onepatmBHom pexume mano otnunyaeTcs oT dyHkunmoHnposaHus BitLocker, PGP n TrueCrypt.

Kntoun paclumpoBkn AaHHbIX XPaHATCS B ONePaTVBHOW NaMATU KOMMblOTEpa BCE BPEMS, NOKa MOAKIIOYEHbI
3awmdpoBaHHble ToMa. [pn nepeBofe KOMMbOTEPA B PEXUM rmMbepHaLmmn 3Th Kmoun coxpaHstotes B danne. Elcomsoft
Forensic Disk Decryptor cnocobeH n3sneys Heobxoanmble Ana paclumdpPOBKU AAHHBIX KNHOYN 13 hainos rméepHaumm n
CrenkoB onepaTMBHON NaMsATU, CO3AAHHBIX MOBON KPUMMUHANUCTUYECKON NPOrpamMmoNn, a Takke NonyyYeHHbIX METOAOM
atakm 4epes nopt FireWire. CHATb cnemok namaTu paboTaioliero KoMmbloTepa MOXHO C MOMOLLBbIO OAHON 13

MHOro4YncneHHbIX nporpamMmm.

Gonee nodpobHas uHpopmayus 06 Elcomsoft Forensic Disk Decryptor:
http://www.elcomsoft.ru/efdd.html
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NMporpammbl onst obecnevyeHuns
0e30nacHOCTU CucTeMbl

Brnarogapa npogyktam 3nkomMCoT, CUCTEMHblE afMUHUCTPATOPbl M CrneuManuctel No  MHAOPMaLMOHHOW
6e30MacHOCTU UMEKT BO3MOXHOCTb MOBLICUTb CTEMEHb 3aLUMTbI B KOPMOPATUBHBLIX CETSX U BOCCTaHOBUTL Maponu kK
y4YeTHbIM 3anucsaM U AaHHble nonb3oBaTtenen B onepaumoHHblx cuctemax Windows 2000, Windows 7 (32 bit), Windows
7 (64 bit), Windows Server 2003/2008, Windows Vista (32 bit), Windows Vista (64 bit), Windows XP, Windows 8, Win-
dows 8.1

Proactive Password Auditor

Proactive  Password Auditor nomoraetr agmMuHucTpatopam  MNpPOBEPUTb

6e3onacHOCTb JOKarnbHbIX CeTeW, BbINOMHAA ayauT MOoMb30BaTeNbCKUX Maporen.

BbisBnaa HebGesonacHble naponu, Proactive Password Auditor nossonser

OnpeaenuTb, HACKOMbKO YA3BMMa CETb K aTakaM 3I10YMbILLNEHHUKOB.
Bo3moxHocTu Proactive Password Auditor

= [lpoBepsieT, Hackonbko 6e3onacHbl Naponu, 3alyaroLime nonbL3oBaTenbCK1e
y4YeTHble 3anucu

= BoccTtaHaBnvBaeT naponu K fiokanbHbeiM U AD y4eTHbIM 3anmcam

= [Ipou3BoaMT Takue ataku, kak NosHeIn Nnepebop, ataka no cnoeapto nnn Rainbow-ataka

= [lognepxwmeaet Windows NT4/2000/XP/Vista/2003/2008 n Windows 8.

AyaunTt ceteBon 6e3onacHoCTuU

HocTaTtouHo ogHoro cnaboro napons, 4Tobbl BCA ceTb Oblna noaBepxeHa onacHocTu. Proactive Password Auditor
npoBepsieT 6e30MacHOCTb CETU, NblTasicb B3nomMaTb ee. Ha AaHHbIN MOMEHT Takoi cnocob ayauTa siBNsieTCs cambiM
HaZEXHbIN 1 3dpekTBHLIM. Mporpamma NPoOBOAMT paf aTak, NPU3BaHHbIX «B3NIOMaTb» Naporb nonb3osaTtens. Proac-
tive Password Auditor no3sonsaeT ocyLecTBNATbL ayauT naposen B TeYEHNN OrpaHUYEHHOro NpoMexyTka BpeMenn. Ecnn
yAanochb B3nomaTtb Naporib 3a KOPOTKOE BPEMS, TO BCA CETb Y€ He MOXET cyMTaTbcst 6e3onacHom.

BoccTtaHoBneHue naponen y4eTHbIX 3anucemn

AamuHncTpaTtopbl MOryT ucnonb3oBaTb Proactive Password Auditor n ans BocctaHOBNeHUs naporien K y4eTHbIM
3anucam Windows. Proactive Password Auditor aHanuanpyeT xelun nofnb3oBaTeNbCKNX Napofien n BocCTaHaBnNueaeT
COOTBETCTBYOLLME UM Naponu, Aenas BO3MOXHbIM MONTHOLEHHOE MCNOMb30BaHNe YYETHbIX 3anncen, BKIyas 4ocTyn K

dannam n nankam, saLLmiieHHbIM ¢ nomoLlbio Encrypting File System.

BbicTpoe BoccTaHoBneHue ao 95% naponeun

Proactive Password Auditor ncnonb3yet HeCKONbKO MPOCTbIX METOLOB B3fioMa Maposier, BKAYas MNOJSHbIN
nepebop, aTtaknm NO Macke K Mo crioBapto, a Takke Rainbow-atakn. Camas addekTnBHasa ataka -- Rainbow-artaka,
MOCKOJSIbKY OHa MCMonb3yeT 3apaHee NoAroToBreHHble Tabnuupbl xelwen. OT0 No3sonseT HaxoauTb 0o 95% naponen

3a HECKOJIbKO MUHYT.

Gornee nodpobHas uHopmauyus o Proactive Password Auditor:

http://www.elcomsoft.ru/ppa.html
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Elcomsoft Distributed Password Recovery
Elcomsoft Distributed Password Recovery - BbICOKONPOU3BOAUTENBHOE peLleHne
[Nl BOCCTAHOBIIEHUS naponen ans nccnenoBaTeribCKUX nabopaTopui,
rocygapCTBEHHbIX areHCTB M Kopriopauui, ucnonbayowmx o 10 Teicay 06 benHEeHHbIX
B CETb KOMMbIOTEPOB. MCNOMb3ys yHWKanNbHYO TEXHOMOIMIO YCKOPEHWUS U FNMHENHOe
macwTabuposaHue, Elcomsoft Distributed Password Recovery nossonsieT 6bicTpo
BOCCT@HOBWUTb [aHHble U SIBNSETCS OOHMM M3 caMblX NepefoBbiX MNPOAYKTOB MO

BOCCTaAHOBIIEHMIO Naposier JOCTYMHbIX Ha CErOAHALLHUIN OEHb.

XapaKTepMCTM KN U npeunmMyllecTtBa

o [lopgepxka rpacuyeckux npoueccopoB NVIDIA n AMD nossonseT
BOCCTaHaBnuBaTthb A0 1 Munnuapga naponen B CekyHay
e [lopaepxvBaeT 4o 32-x NPOLLECCOPOB UK sigep 1 Ao 8-x rpadmnyeckunx KapT Ha ogHon paboyei cTaHumm
e  50-kpaTHoe yckopeHue nepebopa Ha npoueccopax NVIDIA n AMD (nonyyeH naTeHT)
JInHenHoe MmacwTabvpoBaHUe 1 NMHENHBIN POCT NPOU3BOAUTENBLHOCTM Npu Ucnonb3oBaHun Ao 10000 pabounx
CTaHuum
CoepguHeHne c cepBepoM MOXET ObITb YCTAaHOBINEHO Kak Mo FOKarnbHOW CeTH, Tak 1 yepes NIHTepHeT
YnpaeneHue cepsepom ¢ ntobon paboyern CTaHumm ¢ UCNoNb30BaHMEM KOHCOMN
"paduk pacnpegeneHns Harpysku
MuHMManbHbIA 06MEH OaHHBIMU MO CETU CBOAMT NOTEPM OT MaclUTabnpoBaHWs K HYIO

MoppepxnBaembie hopmaTtbl PanyioB U NPUIOXKEHUA

Microsoft Office: Word, Excel, PowerPoint, Money, OneNote

OpenDocument (OpenOffice, StarOffice)

PGP (ancku, nuyHble cepTudmkaTthbl, CamopacnakoBbIBaOLLMECS apXMBbl U T.4.)
Maponu k kpunTokoHTenHepam TrueCrypt u BitLocker

CepTudumkatsl Personal Information Exchange (PKCS #12)

Adobe Acrobat PDF

Maponu noneb3osatenen Windows NT/2000/XP/2003/Vista/7/2008 (LM/NTLM)
Maponu SYSKEY, Domain Cached Credentials

®avinbl IBM Notes 1D

MD5 hashes

Maponu nons3oBaTtenet UNIX n Oracle

Maponn WPA-PSK

Mactep-naponu TheBat!, Mozilla/Firefox/Thunderbird

YckopeHue pacwmcppoBku npu nomolum rpacpunyeckux kapt NVIDIA

VMcnonb3oBaHne rpadudecknx KapT MO3BONSEeT YCKOpUTb pacwmdpoBky 6Goree 4yem B 50
pas. Mogaepxusatotca Bugeokaptbl NVIDIA (GeForce, Quadro, Tesla) 1 AMD Radeon HD cepun 5000,
6000, 7000, a Takke R7/9. B Elcomsoft Distributed Password Recovery vcnonb3ylTcsi yHUKanbHble
3anaTteHToBaHHble pa3paboTkm ElcomSoft B o6nactu onTummusauum nporpaMMHOro Kofa, YTo CyLLeCTBEHHO
yckopsieT npouecc nepebopa naponein. Micnonb3oBaHune rpadmyecknx agantepoB No3BonseT generMposaTb
OCHOBHYIO BbIYUCIIUTENBHYIO Harpy3ky Ha Npou3BOAMTENbHbIE MOLLHOCTU BUOEOKapT, NO3BONAsS 0OOMTLCA
npon3BoaANTENIbHOCTU, paHee D,OCTyI'IHOVI Nnb Ha cynepkoMnbioTepax.

Gonee nodpobras uHpopmauyus o6 Elcomsoft Distributed Password Recovery:
http://www.elcomsoft.ru/edpr.html
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Elcomsoft System Recovery

[o 40% obpalieHunit B criy0bl TEXHUYECKON NOAAEPKKN CBSI3aHbl C
3a0bITEIMW UMW YTEPSIHHBIMX NaponsMu Ans Bxoga B cuctemy. C
nomowbito ESR Bbl MOXeTe BOCCTaHOBUTL MM COPOCUTHL  Maposb
nerko un 6oictpo! Het HeobxogumocTn nepecdopmaTnpoBaTb AUCK UMK
nepeyctaHasnueate Windows. [lpocto 3arpy3uTe KoMmmbioTeEp C
roTOBOrO K MCMONb30BAHUIO AUCKa U pas3briokMpynTe Bally CUCTEMY
GyKBanbHO 3a HECKOIbKO MUHYT.

Elcomsoft System Recovery no3sonsetr MrHoBeHHO cOpOCUTb Unn
NMOMEHSITb MAPOSIN K YY4ETHLIM 3aNnNCsAM, a Takke BKIHOYaeT psad aTak, ¢
NMOMOLLIbIO KOTOPbIX MOTYT ObITb HaNOEHbI OPUrMHANbHbIE MAPOSN.

Elcomsoft = System Recovery  pasbnokupyeT  y4éTHble  3anucu
AOMuHMCTpaTopa n apyrux nonb3oBartener B cuctemax Windows NT, 2000, XP, 2003 Server, Vista 1 Windows 2008

Server.

XapaKTepMCTM KN U npeunmMyllecTtBa

e BoccTaHoBneHne opurmHasnbHbIX Naponen (B HEKOTOPbIX criydasx), obecneymsaroLiee 4OCTYN K AaHHbIM,
3alWmMdppoBaHHbIM € Ucnonb3oBaHem EFS

e  BO3MOXHOCTb BbIrPy3ku Xallen naponen (4ns AanbHenLero aHanuaa u BOCCTaHOBMEHNS) KaK U3 NOKanbHOro
peecTpa, Tak 1 u3 Active Directory

e [logHATne npuBunerni (4o ypoBHsA AgMuHUcTpaTopa) Ans mobon y4ETHOM 3anmcu

e JlocTyn K y4ETHbLIM 3annCcaM, y KOTOPbIX UCTEK CPOK AENCTBUS Napons unun nmetowmnx cratyc locked mnu
disabled

o T[lopaepxka cpannosbix cuctem FAT, FAT32 u NTFS

e lcnonb3oBaHue npmebI4HOro rpaduyeckoro nHTepdenca Windows

o [lopaepxka nokanuaoBaHHbIX Bepcun Windows; paboTa ¢ umeHamu nonb3oBaTenen n naponsiMm Ha BCex
A3blKax; aBTOMaTn4eckoe onpeneneHne Bcex yctaHoBneHHbIX konun Windows

e [loagepxka LLMPOKOro crnekTpa annapaTHoro obecneveHus, Bknoyas koHTponnepsl SATA, RAID n SCSI ot
npoussoautenen NVIDIA, VIA, SiS, Adaptec, Promise n LSI

FoToB K 3arpy3ke

lMporpamma cosgaHa Ha ocHoBe nuueHsmpoBaHHou Yy Microsoft cuctembl Windows Preinstallation Environment
(Windows PE). Elcomsoft System Recovery nocrtaBnsietcs B BMAE rOTOBOr0 3arpy304HOrO Aucka, KOTOPbIA MOXHO

ncnonb3oBaTtb HeMeaneHHo; npu HeobXxoaAMMOCTU MOXHO co3aaTb 3arpy30qu||71 USB-auck.

Jlerko ncnonb3oBartb
Cuctema Windows PE npepoctaBnsieT yao6Hbli U npuBbIvHbIA MHTepdenc Windows. Hukakmx CKpUNTOB, HUKaKOW
KOMaHAHOW CTPOKM, HUKaKWX CROXHbIX HacTpoek. [pocto 3arpysute komnbtotep ¢ CD wnu dnew-gucka Elcomsoft

System Recovery v pelwmTe Bce Npo6riembl, CBA3aHHbIE C JOCTYTNOM B CUCTEMY.

Gonee nodpobHas uHgpopmayusi o6 Elcomsoft System Recovery:
http://www.elcomsoft.ru/esr.html
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Advanced EFS Data Recovery

Advanced EFS Data Recovery BoccTaHaBnuBaeT 3allnpoBaHHble
cbaiinbl 1 nanku u pabotaet co Bcemu Bepcusmu Windows 2000, XP, 2003,
Vista, windows 7 n Windows Server 2008. BocctaHoBneHne BO3MOXHO
Jaxe B crniyvasix, korga cucrtema noBpexaeHa, He 3arpyaeTcsa unm Korga
yTepsiHbl HEKOTOPbIE KIMHO4U LWNGPOBAHUS.

Advanced EFS Data Recovery BocctaHaBnuMBaeT cTaBlUne
HEeAOCTYMNHbIMU BCNeacTBre oLmMBoK aAMUVHVCTPUPOBaHNSA
3allndpoBaHHble AaHHble. [pumepbl Takmx OLWMOOK: yoaneHue y4YeTHbIX
3anvcent nonb3oBaTtenen, OTCYTCTBME areHToB BoccTaHoBreHus (Data
Recovery Agents) wnuM wnx  HenpaBuIibHOE  KOHWIypUpOBaHWue,
HEKOPPEKTHBIN MepeHOC Y4YETHbIX 3anvMcen B APYro AOMEH, a TaKke

nepeHoc ANCKoB C SaI.IJI/I(prBaHHbIMVI OaHHbIMU MeXy KOMMNboTEepaMn.
MpuMepbl NnpuMeHeHUs

Advanced EFS Data Recovery siBnsieTcsi MOLHOW YTUITMTOW BOCCTAHOBIEHWUS] AaHHbLIX, MOMOrawLwen Mnonyyntb
OOCTyn K dharinam B LLeNoM psiie CrOXHbIX CIy4aeB.

= [lnck ¢ 3aimdpoBaHHbIMU JaHHBIMU BCTaBIEH B APYroi KOMMbIOTEP

= YpaneHbl y4eTHble 3anvcu nnv npodunu nons3oBartenei

=  HekoppekTHbii (6e3 yuyeTa EFS) nepeHoc y4eTHON 3anucu B ApYron JOMEH

=  CuCTeMHbIN agMUHUCTpPaTop COpOCUN Naporib YY4ETHOWM 3anuncu

= [loBpexaeHHbIV AucK unn dannoBas cuctema, onepaumoHHasi CucTeMa He 3arpyaeTcs

= [lpousBeaeH anrpens KomnboTePa UNN NepeyctaHoBneHa onepaumoHHas cuctema Windows

= CucTemHbIn pasgen oTopMaTUpoBaH, HO 3allinMgpoBaHHbIE AaHHbIE OCTanuCh Ha APYroM AUCKe

BoccTtaHoBneHue 3awmdpoBaHHbIX (hannos

Advanced EFS Data Recovery 6bicTpo 1 addpekTBHO paclumpoBbiBaeT AaHHbIe, 3allyileHHble cpegcTBamu EFS
(Encrypting File System). CkaHupys auck cektop 3a cektopoMm, Advanced EFS Data Recovery o6HapyxwuBaet
3awmndpoBaHHble annbl U OOCTYMHbIE KITOYX LWINPOBaHUA, nocne 4ero gewmndpyet HangeHHble dannbl. Mpsmon
JocTyn k davinoson cucteme nossonsiet Advanced EFS Data Recovery BoccTaHaBnmBath 3alimMdpoBaHHble alnbl B
CaMblX CMOXHbIX Cryyasx, Hanpumep, Korga HeT BO3MOXHOCTW BOWTU B CUCTEMY, WM KOFAA HEKOTOPbIE KITOYM

LWMPpOBaHUA NOBPEXAEHbI MW HEAOCTYMHBbI.

BbicTpbIn goctyn

Mpn nomowm Advanced EFS Data Recovery B nogasnsitoiem 60nbLUMHCTBE Cry4aeB BO3MOXHO BOCCTaHOBIIEHWE
3awmdpoBaHHbix EFS gaHHbIX. B nporpamme B nornHow mepe ucnonb3dyeTcs ya3BuMocTb EFS, npucytctBytowias B
Windows 2000, 4TO NO3BOMSET CYLECTBEHHO YNpOCTUTb BOCCTaHOBMEeHWE hannoB. ECrin M3BecTeH naposib yY4eTHOW
3anucy (MnNu napornb, WUCMOMb3yeMbli paHee, A0 TOro kak OH Obin ydaneH CUCTEMHbIM aAMUHUCTPATOPOB) WNU

AOMUHKUCTpaTopa, TO AOCTYN K 3alMdPOBaHHBIM harinam MOXHO Nosy4nTb NPaKTUYECK MIHOBEHHO.

MpodeccroHanbHas Bepcust AEFSDR obHapyxumBaeT mMacTep- U NMYHbIE KIOYM B yAAneHHbIX annax, ckaHupyet
OWCK Ha YpPOBHE CEKTOPOB M MCMOMb3yeT LabnoHbl AN obHapyXeHUs Knoden WndpoBaHus, YTO AaeT BO3MOXHOCTb

BOCCT@HOBUTb AaHHble B Criyvyae nepegopmaTnpoBaHms UCKOB unn nepeyctaHoBkn Windows.

Gonee nodpobHas uHgpopmayusi o Advanced EFS Data Recovery:
http://www.elcomsoft.ru/aefsdr.html
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Proactive System Password Recovery

Ecnn none3osatens moxeTt asTopu3oBatbca B Windows, To Proactive System
Password Recovery MrHOBEHHO BOCCTAHOBMT MapONM MHOMMX TMNOB 6€3 NMpuMeHeHus
ANuTenbHbIX aTak, a Takke OTOOPasuT CKPbITYD CUCTEMHYIO WHGOPMauMio, Takyto
Kak ngeHTudukatop npogykra unu CD Key.

MrHoBeHHOe BOCCTaHOBNEHue

= [laponu Ha Bxoa Windows 95/98/ME, Windows NT4/2000 (nonb3oBaTesnb LOMKEH

ObITb aBTOPM30BaH B CUCTEME)

Maponu Ha aBTomaTtuyeckunn Bxon Windows 95/98/ME/NT4/2000/XP/2003

Maponu .NET Passport

Kntoun windposaHua n naponu ansa 6ecnposogHbix ceten (WEP n WPA-PSK), xpaHumbie ¢ WZC
XpaHumble naponu noneb3osatenen Windows XP (MHOXeCTBEHHble MaHAaThl)

Maponu Ha 3KpaHHy 3acTaBKy

Maponu RAS, naponu goctyna k IHTepHeT-npoBanaepam (dial-up), nponu Ha coeamHenust VPN
Maponu n npaBa goctyna K pasgensemMbim (shared) pecypcam

Maponu, ckpbITble NoA 3Be3404KaMu, XpaHuMble Ha aucke cbpoca naponen

Maponu k Remote Desktop Connections

BbICTpoe BOCCTaHOBIJ1€eHMe npn NOMOLUN aTakK

Maponu k y4éTHbIM 3anucam nonb3osaTtenen Windows NT/2000/XP/2003/Vista/2008
Maponu Ha atane 3arpy3ku (SYSKEY)

Maponu, coxpaHéHHble B Domain Cached Credentials

Maponn WPA-PSK

Maponu k yganeHHoMy nomoLuHuky Windows

Maponu Windows 9x u3 cannos PWL

Proactive System Password Recovery He TOnbko BOCCTaHaBnMBaeT Maponv, HO Takke MO3BOMNSAET MPOBOAUTH
MaHUMyNSaUMmM ¢ NoNb30BaTENbCKMMU HACTPOMKaMn 1 hannamm peectpa.

Gonee nodpobHo o Proactive System Password Recovery:
http://www.elcomsoft.ru/pspr.html

Elcomsoft Password Digger

Elcomsoft Password Digger — yaobHbIn MHCTPYMEHT ANns paclmndgpoBku
naponeu, U3BNeYEHHbIX N3 CUCTEMHbBIX W MOMb30BaTENbCKUX 3aLMLLEHHBLIX
Xpauunuw, keychain  onepauuoHHon cuctembl OS X, [pogykT
pacwundposbiBaeT cogepxmmoe Mac OS keychain, nssnekaet naponu u
COMyTCTBYHOLLME AaHHbIE U coXpaHseT ux B Buae ganna XML. Kpome Toro,
CMMCOK Maporien CoxpaHseTcs B BuAe NPOCTOro TekcTosBoro dawna ans
MCNONb30BaHUS B KayecTBe CroBaps, MO3BOMSIOWEro CyLeCTBEHHO
yckopuTb nepebop naponen CoOoTBETCTBYHOLLMMN NHCTPYMEHTAMMN.

Elcomsoft Password Digger nossonsietr asTomaTu3aMpoBaTb MNpoLEecC

paclwndpoBKM U aHanusa 3anucer u3 3awuMwéHHoro xpaHunuuwa keychain, nonyyeHHbIX B
pe3ynbTaTe aHanusa komnbtotepa nog ynpasneHmem OS X. B otnuume ot BcTpoeHHoro B OS X
nHctpymeHTa Keychain Access, Elcomsoft Password Digger He TpebyeT BBOga naponsa ans
AO0CTyNa K KaXK[aown 3arnucu.

Bonee nodpobHas uHgpopmayusi 06 Elcomsoft Password Digger:
http.//www.elcomsoft.ru/epd.html
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NMPOrPAMMbBI OJ1 BOCCTAHOBJIEHUA MNAPOJIEN

Hawwn npoayKTbl MO BOCCTAHOBMNEHMIO Naponen nogaepxmaatoT 6onee 200 LWMPOKOMCNONb3yeMbIX
dopmatoB dannos, Takmx kak Microsoft Office, VBA, Microsoft Backup, Mail, Schedule+ n Internet
Explorer, a Takke nporpamMmmbl 4nNsa cxatust 4aHHbIX, KOMAOHEHThI Lotus SmartSuite, Adobe Acrobat

1 MHOTVe apyrue.

Advanced Archive Password Recovery

Advanced Archive Password Recovery BoccTaHaBnvBaeT [JOCTyn K 3awmnpoBaHHbIM
apxvBaMm, CHMMasi MaporbHyl 3awuTy nnbo BOCCTaHaBnMBasi OPWUrMHarbHbIE Maposn.
MoppepxuBatotca apxuebl ZIP 1 RAR, co3gaHHble C MCNONb30BaHMEM MOObIX Nporpamm-
apxmMBaToOpOB, a TakKe caMmopacnakoBbiBatowmecst apxmebl popmaTte EXE, cosgaHHble PKZip,
WinZip, RAR n WInRAR. B HekoTOopbIX cry4yasix (B 4aCTHOCTM, MNPWU WCMONb30BaHUMU
apxvBatopoB WinZip Bepcui 8.0 n 6Gonee paHHUX) rapaHTMpyeTCs CHATME 3awuTbl B
TeyeHuune vaca.

Advanced Archive Password Recovery nogaepxvBaeT pasnuuHble Tunbl WIMPOBaHUA U
KOMMpPEeCCuK, MCMnonb3yeT BCe HaWieHHble YA3BMMOCTU Ans YCKOPEHUs pacLuMdpOBKM 1

obecrneyvBaeT BbiCOYaliLLy0 MPOU3BOAMTENBHOCTL Bnarogapsi HU3KOYPOBHEBOW ONTUMU3ALNN.

Bonee nodpobHo 06 Advanced Archive Password Recovery:
http://www.elcomsoft.ru/archpr.html

Advanced Office Password Recovery
Advanced Office Password Recovery no3sonsieT BocCTaHaBnvBaTb naponun nubéo obxoanTb
naponbHyio 3almTy hannoB 1 JOKYMEHTOB, CO34aHHbIX B MpodykTax cemencrtea Microsoft
Office Bcex Bepcuii. B gaHHbIn MOMeHT nopaepxuBatoTcad Bepcum ¢ 2.0 no 2016
BKIOUMTENBLHO. NporpamMmma nogaepxvBaeT AOKYMeHTbI, co3aaHHble Microsoft Word, Excel,
Access, Outlook, Project, Money, PowerPoint, Visio, Publisher, OneNote, Backup, Sched-
ule+, a Takke Microsoft Mail. Kpome nepeuncneHHoro, nmporpamma Mo3BoOfseT Mony4uTb
[ocCTyn K ucxogHoeiM Tekctam VBA mMakpocoB, 3alUULLIEHHbIX NaporieM, U cbpocuTb Napornb K
Content Advisor B Internet Explorer.
MrHoBeHHOe BOCCTaHOBIEHMe A0CTyNa K 3alMLieHHbIM AOKYMEHTaM
[aneko He Bce naponu sngtTcsa ctonkumu. Advanced Office Password Recovery nossonsieT MeaHO8eHHO BOCCTaHOBUTb
OOCTYN K pasnuyHbiM TvNaM 3alluLeHHbIX JOKYMEHTOB, BKoYas 4oKyMeHThl, co3gaHHble B Word n Excel 97 n 2000.
Bonee nosgHue Bepcun Word n Excel coxpaHsaoT AOKYMEHTbl U Tabnuubl B pexume COBMECTMMOCTU C pPaHHUMU
BEPCUSAMU, YTO NO3BOMSAET NOMYYNTb MIHOBEHHBIN AOCTYN K 3TUM (harinam.
[ns BoccTtaHoBneHus naponewn k Office 2007/2013/2016, roe ncnonb3yeTcs 3Ha4YMTENbHO Bonee cTonkoe WndpoBaHue,
nporpaMmMa MpUMEHSsIET 3anaTeHTOBAHHYK TEeXHONOMMK ycKopeHus npu nomowm rpadudecknx kapt NVIDIA u AMD.

Bo3MOXHO 0gHOBpEMeHHOE MCMonb3oBaHme 32 saep LeHTpanbHbIX MPOLLEeCCOpPOB 1 40 8 rpadhnyecKkmnx NpoLLeccopoB.

Bonee nodpobHo 06 Advanced Office Password Recovery:
http://www.elcomsoft.ru/aopr.html
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Advanced Office Password Breaker

Advanced Office Password Breaker nossonser rapaHTUpoBaHHO
cHumatb 3awuty ¢ gokymeHtoB Word u Excel 97 n 2000, a Takxe
¢)a|7|noa, CO34aHHbIX B bonee Nno3AHNX BEpPCUAX N COXPaHEHHbIX B
pexnmve cCoBMeECTUMOCTW.

FapaHTMpoBaHHOE BpeMA pacLunpoBKu

B oTtnuume ot koHkypupyowmnx npogyktoB Advanced Office Password Breaker He
ucnonb3yeT NpsiMon nepebop naponeu, KOTOpbIi MOXeT AnuTbca rogamun. bnarogapsi
cnabon 3awmte oOT Microsoft, MOXHO C NErkocTbd HaWTK K4  WMpoBaHUs

OOKYMeHTa 1 nonyuutb K Hemy poctyn. [lepebop 40-6uTHbIX Knoyen MoxeT ObiTb Mpou3BedeH 3a W3BECTHbIN
NMPOMEXYTOK BPEMEHM, KOTOPbIV 3aBUCUT NLLBL OT MOLLIHOCTM NpoLeccopa v KonmyecTsa saep.

Mpouecc nowucka kr4a 3aHMMaeT OKOMO 5 [Hel € UCMOoNb30BaHMEM OObIMHOIO OAHOSAEPHOro Mpoueccopa.
CoBpemeHHble npoLeccopbl cepuit Core 2 Duo 1 Core 2 Quad no3BonstT yCKOpUTL Nepebop Krya NponopumoHanbHO
konunyecTtBy sgep. [lpu ucnonb3oBaHMM 3apaHee MOAroToBreHHblx Tabnuy (ThunderTables® wumeeTcss naTeHT),
noctaensieMbix ¢ Enterprise-Bepcuen npoaykTa, pacwmdpoBka Npon3BoanTCsa NPaKTUYECKN MIHOBEHHO.

Gornee nodpobHo 06 Advanced Office Password Breaker:
http://www.elcomsoft.ru/aopb.html

Advanced PDF Password Recovery
Pacwudgppynte dannel PDF 1 nomHOCTbIO CHUMUTE Bce
OrfPaHUYEHUs1 Ha pefakTMpoBaHWe, MNeyaTb U KOMUPOBaHWE.
Mporpamma MOMEHTanbHO OTKPbIBAET 3alUMLLEHHbIE MaporiemM
nokymeHTbl PDF. YHukanbHasa TexHonorums Thunder Tables®
rapaHTUpyeT BOCCTaHOBMeEHWe kroyen anuHon 40 6ut B
TeyeHne ofHou MUHyTbl! ONTUMW3MPOBAHHBIA MOL HOBbIE
npoueccopbl kog obecnevnBaeT ObICTpOE BOCCTaHOBIEHUE

CaMbIX CIOXHbIX Naponen.

XapakTepucTUKM M npeuMmyluecTBa

= [loggepxka Bcex Bepcuin Adobe Acrobat, Bkntodas Acrobat X

= [loppepxka rpaduyeckmx yckoputenem

= [lopgpepxka Bcex CTOPOHHUX MPUMOXEHUI, CoXpaHsaoLwmx dansl B popmate PDF

=  MrHOBeHHOE CHATME 3aLUWTbl OT KOMMPOBAHUA, PEAaKTMPOBAHUS 1 pacneyaTtku

= CHATMe naponeu nonb3oBaTtens v Bnagensua (naponu “‘owner” n “user”)

= CHATME NaponbHOW 3aLUNTbl Ha OTKPbITUE AOKYMEHTa

= [logaepxka 40- n 128-6utHoro wndposaHua RC4, a Takke 128-6uTHoro n 256-6utHoro wndposaHua AES

= TexHonorus Thunder Tables® gns ObicTporo cHATUA 40-6MTHOWM 3aLNUTbI

= [logaepkka ataku Mo crioBapto 1 NpsiMoro nepebopa napornew ¢ UCNonb30BaHNEM LLIABMOHOB U MacoK

= [IpoaykT AOCTYyNeH B TPEX pasnuyHbIX peakumsx

=  Bo3moxHocTb yaaneHus koga JScript, aneMeHToB hopM 1 LMPOBbLIX NOANMUCEN

= OnTMMM3aumsa Koda Nnof COBPEMEHHbIE MPOLIECCOPbI MO3BONAET AOCTUYb MaKCMarbHOW B JaHHOM Knacce
NpOAYKTOB CKOPOCTU nepebopa naponen

Gonee nodpobHas uHgopmayusi 06 Advanced PDF Password Recovery:
http://www.elcomsoft.ru/apdfpr.html
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Advanced SQL Password Recovery

Tenepb 3abbiTble UMN yTEPSIHHbIE MaAPONK NMoMb3oBaTeNsa UMM agMUHMHCTpaTopa 6a3 AaHHbIX
Microsoft SQL Server MoxHO nerko BoccTaHoBUTbL unu cbpocuTb. Advanced SQL Password
Recovery nogpepxuBaeT Bce Bepcum Microsoft SQL Server n Microsoft SQL Server Express

Edition, BnnoTb o nocnegHer sepcum 2008.

HeT Heobxogumoctu yctaHaBnuBaTb Microsoft SQL Server, 4toGbl BOCCTaHOBWTH MNaposb!

MO>XHO BOCCTaHOBWUTb YTEPSIHHbLIA Mapofb ¢ NoBOoro nepcoHanbHOro KomnbtoTepa. Bcé, uTo

HY)>XHO 4TOObl 3aMeHUTb Maporib Monb3oBaTeNlss UM agMuHUcTpaTopa 6asbl AaHHbIX - 3TO

Advanced SQL Password Recovery n ¢aiin master.mdf. Advanced SQL Password Recovery
nogaepxueaeTt Microsoft SQL Server n Microsoft SQL Server Express 2000/2005/2008.

Advanced SQL Password Recovery moxeT cOpocuTb Unv 3aMeHnTb Naponu nobon AnvHbI U CIIOXHOCTW, COCTaBMNEHHbIE
n3 OykB nwboro andasuta n ¢ ucnonb3oBaHnem nobor koamposku. Advanced SQL Password Recovery obxogutcsa
6e3 yTOMUTENBHBIX aTak WKW CIOXHbIX HAcTPOeK [Afsi OMbITHbIX Monb3oBaTenei. [locTtaToyHO MNPOCTO 3anycTuTb

Advanced SQL Password Recovery, 4tobbl copocuTb nodble naponu anga nobor 6a3el gaHHbIX SQL Server!

Gonee nodpobHo 06 Advanced SQL Password Recovery:

http://www.elcomsoft.ru/asqlpr.html

Elcomsoft Internet Password Breaker

Elcomsoft Internet Password Breaker BocctaHaBnvBaeT naponu k caiTam, y4eTHbIM 3anucam
N TMOYTOBbIM SiLLMKaM, OaHHble ¢opm K cTpok AutoComplete, coxpaHeHHble B psige
LUMpOKOMCMONb3yeMbix npunoxeruii. MNogaepxmeatotcs Bce Bepcum Internet Explorer go IE10
BknounTenbHo, Outlook Express, Microsoft Outlook, Windows Mail u1 Windows Mail Live.
HoBasi Bepcusi nporpamMmel cnocobHa BOoCCTaHaBMNMBaTh Naposiv, AaHHbIE YYETHbIX 3anucen u
CTPOK aBTOOOMOMHEHUS B NMONynsipHbIX Be6-6paysepax Mozilla Firefox, Apple Safari, Google
Chrome u Opera.
Bo3amoxHocTu Elcomsoft Internet Password Breaker

MrHoBeHHOe BOCCTaHOBIIEHUE Napornew A1 MHOXECTBA NPUIOXEHUIA

Mopaepxka Bcex Bepcuii Microsoft Internet Explorer go IE10 BkntounTensHo

Mopnepxka Bcex Bepcun Microsoft Outlook n Outlook Express

Mopnepxka Windows Mail n Windows Live Mail

BocctaHoBneHne naponei ons ydeTtHolx 3anucert POP3, IMAP, SMTP n NNTP, coxpaHeHHbix B ntobom 13

noaAepXMBaeMbIX NPUMOXKEHWUIA

PacnosHaBaHue n 06xof yny4weHHon mogenu 6esonacHoctu B Internet Explorer 7+

O6HapyxeHue aaHHbix Microsoft Passport B Windows Live Mail

O6HapyxeHune naponen Microsoft Outlook PST
BoccTtaHoBneHve norvHoB 1 naposen kK MHoxecTBy VIHTepHeT-pecypcoB

bosnee nodpobHo 06 Elcomsoft Internet Password Breaker:
http://www.elcomsoft.ru/einpb.html
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Advanced WordPerfect Office Password Recovery

Bbl MOXeTe GbICTPO, B aBTOMaTU4ECKOM pexnme CHsATb 3awimTy ¢ gokymeHToB Corel Office npu nomolin
Advanced WordPerfect Office Password Recovery! Advanced WordPerfect Office Password Recovery

Nerko BOCCTaHaBMMBAET Maponu K AokymeHTaMm, co3gaHHbiM B Corel Office WordPerfect, Quattro Pro u

Paradox. lNpun 3aTOM He ucnonb3ylTcsa AnuTenbHble ataku. CrnoXHble HACTPOWKU Ans NPOABUHYTbIX
nonb3oBarernen takke HU K yemy. lNpocto 3anyctute Advanced WordPerfect Office Password Recovery n HaxmuTe
KHOMKY “Open” 4ToObl NONY4YNTb NCKOMBIN MapOfb B MIHOBEHME oOkal

Advanced WordPerfect Office Password Recovery BoccTtaHaBnuBaeT OOKYMeHTbI, CO34aHHble B ntobon Bepcun niobon
nporpammbl M3 naketa Corel WordPerfect Office, n nogaoepxueaet Bce pexumbl 3awuThl. [porpamma pacrnosHaeT u
BoccTaHaBnueaeT naponu k WordPerfect (*.wp, *.wpd), QuattroPro (*.qpw, *.wb?, *.wq?) n Paradox (*.db), a Takke

naponu k y4yeTHbIM 3anucam Corel WordPerfect Lightning.

bonee nodpobHas uHghopmayusi o6 Advanced WordPerfect Office Password Recovery:
http://www.elcomsoft.ru/awopr.html

Advanced Lotus Password Recovery
Advanced Lotus Password Recovery nOmMHOCTbIO BOCCTaHaBnvMBaeT Naponv Ansg BceX AOKYMEHTOB,
CO3aHHbIX B Mporpammax u3 naketa Lotus SmartSuite.

Advanced Lotus Password Recovery BoccTaHaBnvBaeT naponu K gokymeHtam IBM/Lotus SmartSuite

nobon Bepcun. MNopaepxmBaeTtcs pabota He TOnMbkO € AokymeHTamu Lotus Organizer, Lotus WordPro,
Lotus 1-2-3, Lotus Approach mnnu Freelance Graphics, HO 1 BOCCTaHOBNEHME Y4eTHbIX 3anucent Kk FTP- n npokcu-

COeaUHEHNsIM, YCTaHOBIEHHBIM B MporpaMmax 1 komrnoHeHTax Lotus SmartSuite.

bonee nodpobHasi uHghopmayusi o6 Advanced Lotus Password Recovery:
http://www.elcomsoft.ru/alpr.html

Advanced Intuit Password Recovery

[MonHOCTLI0 BOCCTAHOBUTE UMK yAanuTe naponu, 3awumwarowme gannsl, co3gaHHble B nporpammax Intuit
Quicken, Quicken Lawyer unu QuickBooks, B TOM 4ucre C WUCMNOMb30BaHMEM JTOKANM30BaHHbLIX U

MHOTOA3bIYHbIX Bepcvu7|.

I'Io.q.qep)l(u BaemMblie nporpaMmmbl:

° Quicken Bepcuii ¢ 4 no 2008 BKMOUYNTENBHO
° QuickBooks Bepcuii ¢ 3 no 2008 BKNHOYMTENBHO
° BonblwMHCTBO NokanunaoBaHHbIX Bepcuii Quicken 1 QuickBooks

O6patute BHMMaHue: ons gokymeHToB Quicken (Bepcum ¢ 2002 no 2008 BkntounTtensHo) n QuickBooks (Bepcumn ¢ 2003 no 2008

BKJ'IIO‘-IVITBJ'IbHO), KOPOTKME Naposin BOCCTaHaBNMBAKTCA, a AJTMHHbIE U CITOXHbIe Naposyii MTHOBEHHO C6paCbIBaIOTCﬂ.
MoanepxuBaemble chopmathl hainnon

= Intuit Quicken (*.QDT, *.QDB, *.QDF)
= Quicken Lawyer (*.PFL, *.BFL)
=  QuickBooks (.QBA, .QBW)

bonee nodpobHas uHghopmayusi 06 Advanced Intuit Password Recovery:
http://www.elcomsoft.ru/ainpr.html
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Advanced Sage Password Recovery
JlokanbHO MK yganeHHo BOCCTAHOBUTE NMOO 3aMeHnTe naponu, 3awmuarwme dansi BLB, MUD
unn ADF/PAD, cosgaHHble npu nomowwm npunoxeHus ACT! (Symantec, Best Software, Sage).
Advanced Sage Password Recovery nogaepxwusaet Bce Bepcumu nporpammbl ACT!, Bkritovas ACT!
2010. Mporpamma nNo3BongeT NpocMaTpuBaTh CAIMCOK Naposen nonb3osaTtens u AogMMHUcTpaTopa K
nakeTy 6yxrantepckux nporpamm Sage PeachTree.

bonee nobpobHo 06 Advanced Sage Password Recovery:
http://www.elcomsoft.ru/asapr.html

Advanced Mailbox Password Recovery
BoccTraHoBneHue naponeun K y4eTHbIM 3annCAM 3NEeKTPOHHOW NOYTbI

Advanced Mailbox Password Recovery nNofHOCTbO BOCCTaHaBIMBAET COXpPaHEHHbIe Ha KOMMbTepe
nosnb3oBaTeNs NOrMHbI U Maposn K SNIEKTPOHHON NoYTe 1 NpounsM Havbornee NonynsapHbIX NOYTOBbIX
nporpamm. C NomMoLLbI0 BCTpOeHHoro amynsatopa cepsepa POP3 n IMAP, Advanced Mailbox Password
Recovery MoXeT BOCCTaHOBUTb Naposib K YYETHOW 3annCy 3NEKTPOHHON MOYThI U MOYTOBOMY CEPBEPY,

Cronb3yeMoMy B abComMoTHO oGO NOYTOBO NporpaMme.
I'Io.q.qep)KMBaeMble no4yToBble NporpamMmmbl

Microsoft Internet Mail n News, Outlook Express
Eudora, TheBat! n TheBat! Voyager

Netscape Navigator/Communicator Mail

Pegasus mail, Calypso mail, FoxMail, Phoenix Mail
IncrediMail n @nyMail

QuickMail Pro n MailThem

Opera mail n Kaufman Mail Warrior

Becky! u Internet Mail

bonee nodpobHas uHghopmauyusi o6 Advanced Mailbox Password Recovery:
http://www.elcomsoft.ru/ambpr.html

Advanced Instant Messengers Password Recovery

Advanced Instant Messengers Password Recovery nonHocTblo BOCCTaHaBNMBaeT MOrMH U Naponb
K YYETHbIM 3anucsaM B  pasfUuHbIX KOMMYyHMKaTopax (nmporpaMMax MrHOBEHHOTO obMmeHa
coobuweHnamm). B HacToawmin MoMeHT nogaepxvBaetcsi 6onee 70 pasnuuHbix nporpaMmm. Takum

obpasom, Advanced Instant Messengers Password Recovery sBnsietcd camblM YHMBEpCarbHbIM

NpoAyKTOM B CBOeM knacce. Ecniv Ha koMnbloTepe YyCTaHOBNEHO HECKOMBLKO NMPOrpaMM-MeCcCeHIKepOB,
To Advanced Instant Messengers Password Recovery BOCCTaHOBMUT naponu K 3anucsM, Co3daHHbIM BO BCeX

nporpammMax.

MoppepxxnBaemMbie NporpamMmbl OOMeHa coobLeHuaMm

MopaeoxmBaetca 6onee 70 pasnuyHbiX Nporpamm obmeHa coobuennsimu, Bkntovasa AlM, ICQ, Windows Live! 1 MSN

Messengers, Yahoo!, Miranda, Trillian, u MmHorue gpyrue.

bonee nodpobHas uHgpopmayusi o6 Advanced Instant Messengers Password Recovery:
http://www.elcomsoft.ru/aimpr.htmi
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